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PREFACE

This StandardBidding Document(SBD) has been prepared ke Public
Procurement and Disposal of Assets Authority (PPEoX)use by Procuring

and Disposindentities (PDES) for the procuremesftSupplies The procedures

and practices presented in this SBD have been developed to reflect the
requirements of the Public Procurement and Disposal of Asset2008 and

the Public Procurement and Disposal of Asdeegulation 2014 and best
international procurement practices.

This SBD for the Procurement &upplies issuitable for use undehe Open
(International or Domestic) Bidding procurement method with or without pre
gualification. It is also suitable fahe Restricted (International or Domestic)
Bidding procurement method. The SBD may also be used for procurement
under the Direct Procurement method with appropriate modifications to the
document.

For procurement under tl@uotationProcurement Method simpler SBD has
been developedithe Request dr Quotations and Purchase Oxerhich is
generally more appropriate for this method.

This SBDis suitablefor lump-sum contracts. The User Guide to this SBD
indicates the circumstances in whithuse is mosappropriate.

This SBD provides recommended wording for Technical Compliance Selection
(TCS) as the preferred evaluation methodology for Supplies.

Before using this SBD, thaisershouldbe familiar with thePPDA Act and
Regulationsand shouldread theUser Guide to this SBD whichas been
prepared to provide guidance to public officials in the correct use of the
Standard Bidding Document (SBD) f&upply as a model for preparingn
individual Bidding Document.

PPDAwelcomes any feedback oommentsrom the uses of this SBD which
will assist in improving this document.

The ExecutiveDirector,
Public Procurement and Disposal oPublic Assets Authority
P.0O. Box3925
KAMPALA.
www.ppda.go.ug
info@ppda.go.ug
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BID NOTICE UNDER OPEN BIDDING

<LECT,
574N\
%) 5
"!'MI S5%

March, 2020

Supply and Implementation of Election Results and
Dissemination System (ERTDyand Equipment, Connectivity,
Cyber security solution, Video Wall and Display Screens for
ERTDS Communication Network EC/SUPLS/19-20/00829

1. The Electoral Commission has allocated fundsto be used for theSupply and
Implementation of Election Results and Dissemination System (ERTDS) and
Equipment, Connectvity, Cyber security solution, Video Wall and Display Screens
for ERTDS Communication Network.

2. TheEntity invites sealed bids from eligible bidders for the provisiothefabove supplies.

3. Bidding will be condated in accordance with th@pen International Bidding method
contained in the Public Procurement and Disposal of Public Assets Act, 2003, and is open to
all bidders

4. Interested eligible bidders may obtain further information and inspect the bidding documents
at the address given belowggh) from 8:30a.m to 1230 pm and 2.30pm to 4.30pm

5. The Bidding @cuments irEnglishmay be purchased by interested bidders on the submission
of a written application to the address belovB@) and upon payment of a noefundable
fee of UGX 200,000 The method of payment will bby Bank in-slip obtained from
cashiers office andDeposited irDiamond Trust Bank Jinja Road branch. The document
will be delivered by hand No liability will be accepted for loss or late delivery.

6. Bids must be delivered the address below &fc) at or befor&.00pm 13" May, 2020. All
bids must be accompanied by a bid securityaifl: UGX 18000,000/Eighteenmillion
only), Lot 2: UGX 40,000,000/=(Forty million only), Lot 3: UGX 8,000,000/=(Eight
million only), Lot 4: UGX 9,000,000/=(Nine million only), Lot 5: UGX 125000,000/=
(one hundred twentyfive million only). Bid securities or bid securing declarations must be
valid until 24 November, 202Q Late bids shall be rejected. Bids will be opened in the
presencefo t h e répresedtativesyl choose to attend at the address beldB{ditat
02.15pm 13" May, 2020

7. There shall be gre NO bid meeting on at N/A in the EC Boardrooml5 via
Teleconferencing.

8. (a) Documents may be inspected d@rocurementUnit Room 9

(b) Documents will be issued from:Procurement Unit Room 9
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(c) Bids must be delivered to: Procurement Unit Room 9

(d) Address obid opening: Boardroom, Room No. 15

9. The planned procurement schedule (subject to changedplbas:

Activity Date

a. Publish bid notice 26" March, 2020

b. Prebid meeting  where| N/A. Bidders are advised to ma
applicable requests for clarifications via em:

address: gmwanyoto@yahoo.com

c. Bid closing date 13" May, 2020at 11.00am

d. Evaluation procss By 10" June 2020

e. Display and communication ¢ 15"-26™ June, 2020
best evaluated bidder notice

f. Contractsgnature 10" July, 2020

Yours sincerely,

Secretary Electoral Commission
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PART 171 Bidding Procedures
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Part 1: Section1 Instructions To Bidders

Section 1 Instructions to Bidders

A. General
1. Scope of Bid

1.1 The Procuring and Disposing Entity indicated in the Bid Data SB&$), invites
bids for the provision of Supplies and related Services incidental there
specified in Section 6, Statement of Requirements. The Instructions to B
should be read in conjunction with the BDS. The subject and procure
referencenumber, and number of lots of this Bidding Document are provided i
BDS.

1.2 Throughout these Bidding Documents:

@ the term Ain writingd means com
receipt;

(b) if the context so requires, singular means plaral vice versa; and
(co Adayo means working day.

1.3 Procurement will be undertaken in compliance with Bblic Procurement an
Disposal of Public Assetsct, 2003andPublic Procurement and Disposal of Put
AssetsRegulations2014

2. Source of Funds

2.1 The Procuring and Disposing Entity indicated in the BDS has an approved |
from Government funds towards the cost of the procurement named in the
The Procuring and Disposing Entity intends to use these funds to place a ¢
for which these Bidding Documents are issued.

2.2 Payments will be made directly by the Procuring and Disposing Entity and w
subject in all respects to the terms and conditions of the resulting contract pla
the Procuring and Disposing Entity.

3. Corrupt Practices

31 It is the Government of Ugandads p
Entities, as well as Bidders and Providers observe the highest standards o
during procurement and the execution of contracts. In pursuit of dhitypthe
Government of Uganda;

(@) defines, for the purposes of this provision, the terms set forth belo
follows:

) Acorrupt practiced0 means the ¢
directly or indirectly,of anything of value, to influencthe action of a
public official in the procurement process or in contract execution; ar

i)hAifraudul ent practiceo i s any ac
that knowingly or recklessly misleads, or attempts to mislead, a pa
obtain a fhancial or other benefit or to avoid an obligation;

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by 8
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Part 1: Section1 Instructions To Bidders

(inhcol l usi ve practiceo 1is an ar.
designed to achieve an improper purpose, including to influ
improperly the actions of another party;

(iviicoer ci v as inpairang dr iharneing, or threatening to impair
harm, directly or indirectly, any party or the property of the part
influence improperly the actions of a party;

(b) will reject a recommendation for award if it determines that the Bi
recommende for award has engaged in corruptaudulent collusive or
coercivepractices in competing for the Contract;

(c) will suspend a Provider from engaging in any public procurement proce
for a stated period of time, if it at any time determines thaPtiogider has
engaged in corrupfraudulent collusive or coercivgractices in competin
for, or in executing, a Government contract.

3.2 Furthermore, Bidders shall be aware of the provision stated rC8ulse 3.2 anc
SubClause 8.1 (g) of the GenelaConditions of Contract.

3.3 In pursuit of the policy defined in Sublause 3.1, the Procuring and Dispos
Entity may terminate a contracr be ordered bythe Public Procurement ar
Disposal of Public Assets Appealsibunal to cancel a contradtit at any time
determines that corrugraudulent collusive or coerciv@ractices were engaged
by representatives of the Procuring and Disposing Entity or of a Bidder or Pr
during the procurement or the execution of that contract

3.4 In pursuitof the policy defined in Sublause 3.1, the Government of Uganda reqt
representatives of both the Procuring and Disposing Entities and of Biddel
Providers to adhere to the relevant codes of ethical contluet.Code of Ethica
Conduct for Biddes and Provideras provided in the bidding forms shall be sigr
by theBidderand submitted together with the other bidding forms.

3.5 In pursuit of the policy defined in Swdlause 3.1, the Government of Uganday
suspend a provider from engaging in @oyplic procurement or disposal process fc
period determined by the Authority, where the provider is debarred fron
procurement processes of an international agency of which Uganda is a membel

36 Any communications between a Bidder and the Proguaind Disposing Entity relate
to matters of alleged fraud or corruption must be made in writing and addresse
Accounting Officer of the Procuring and Disposing Entity.

4. Eligible Bidders

4.1 A Bidder, and all parties constituting thi&dder, shall meet the following criteri
to be eligible to participate in public procurement:

(@ the bidder has the legal capacity to enter into a contract;
(b)  the bidder is not:
(1) insolvent;

(i) in receivership;

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by
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4.2

4.3

4.4

(i)  bankrupt; or
(iv)  being wound up
(c) thebi dder 6s business activities h

(d) the bidder is not the subject of legal proceedings for any of
circumstances in (b); and

(e) the bidder has fulfilled his or her obligations to pay taxes and s
security contributions.

A Bidder may be a natural person, private entity, goverrnoenied entity, subjec
to ITB SubClause 4.6, any combination of them with a formal intent to enter
an agreement or under an existing agreement in the form of a joint ve
consortium, orassociation. In the case of a joint venture, consortium
association, all parties shall be jointly and severally lidbbe.ids submitted by ar
existing or intended JV, &ower of Attorney from each member of the .
nominating a Representative inetlV and a Power oAttorney from the JV
nominating a representative who shall have the authority to conduct all busin
and on behalf of any and all the parties of the JV during the bidding process .
the event the JV is awarded the Contractinducontract execution

A Bidder, and all parties constituting the Bidder including-sabtractors, shal
have the nationality of an eligible country, in accordance with Section 5, Eli
Countries. A Bidder shall be deemed to have the natignaflia country if the
Bidder is a citizen or is constituted, incorporated, or registered and opere
conformity with the provisions of the laws of that country. This criterion shall
apply to the determination of the nationality of proposed subacors for any par
of the Contract including related services.

A Bidder shall not have a conflict of interest. All Bidders found to be in conflit
interest shall be disqualified. A Bidder may be considered to have a conf
interest with me or more parties in this bidding process, if they:

(@) have controlling shareholders in common; or
(b) receive or have received any direct or indirect subsidy from any of them;
(c) have the same legal representative for purposes of this bid; or

(d) have a relationship with each other, directly or through common third pe
that puts them in a position to have access to information about or infl
on the bid of another Bidder, or influence the decisions of the Procurin
Disposing Entity regaling this bidding process; or

(e) submit more than one bid in this bidding process, except for alternative
permitted under ITB Clause 13. However, this does not limit the particip
of subcontractors in more than one bid, or as Bidders ancbstrbctors
simultaneously; or

(H participated as a consultant in the preparation of the design or tec
specifications of the Supplies and related services that are the subject
bid.
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4.5

4.6

4.7

A firm that is under a declaration of suspension byAth#hority in accordance witt
ITB Clause3.5, at the date of the deadline for bid submission or thereadfere
contract signatureshall be disqualified.

Governmenbwned enterprises shall be eligible only if they can establish that
are legdly and financially autonomous and operate under commercial law.

Bidders shall provide such evidence of their continued eligibility satisfactory t
Procuring and Disposing Entity, as the Procuring and Disposing Entity
reasonably request.

5. Eligible Supplies and Related Services

5.1

5.2

5.3

5.4

5.5

All Supplies and related Services to be supplied under the Contract shall h
their country of origin an eligible country in accordance with Section 5, Eli
Countries.

For purposes of this Clausdh & term #ASupplieso me
productsjivestock, assets, landquipment or objects of any kind and descriptiot
solid, liquid or gaseous forngr in the form of electricity, or intellectual ar
proprietary rights as well as works a@regices incidental to the provision of su
supplies where the value of such works or services does not exceed the valu
supplies.

The term ficountry of origino means:
mined, grown, cultivated, producednanufactured, or processed, or throt
manufacture, processing, or assembly, another commercially recognised
results that differs substantially in its basic characteristics from its imp
components.

The nationality of the Provider that mhaces, assembles, distributes, or sells
Supplies shall not determine their origin.

If so required in the BDS, the Bidder shall demonstrate that it has been duly aut
by the Manufacturer of the Supplies to supply, inRlepublic of Ugandahe Supplies
indicated in its bid.

B. Bidding Document
6. Contents of Bidding Document

6.1

The Bidding Document consists of Parts 1, 2, and 3, which include all the Se
indicated below, and should be read in conjunction with any addenda iss!
accordance with ITB Clause 8.

PART 1 Bidding Procedures

Section 1. Instructions to Bidders (ITB)

Section 2. Bid Data Sheet (BDS)

Section 3. Evaluation Methodology and Criteria
Section 4. Bidding Forms

Section 5. Eligible Countries

PART 2 Statement ®é Requirements

=4 =4 4 -4 4
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1 Section 6. Statement of Requirements
PART 3 Contract

1 Section 7. General Conditions of Contract (GCC) for the Procureme
Supplies

1 Section 8. Special Conditions of Contract (SCC)
1 Section 9. Contract Forms

6.2 The Bid Notice Pre-qualification Noticeor letter of invitationis not part of the
Bidding Document.

6.3 Bidders who did not obtain the Bidding Document directly from the Procuring
Disposing Entity will be rejected during evaluation. Where a Bidding Docume
obtained front he Pr ocuring and Disposing E
name must be registered with the Procuring and Disposing Entity at the time
and issue.

6.4 The Bidder is expected to examine all instructions, forms, terms, and specific
in the Bidding Document. Failure to furnish all information or documente
required by the Bidding Document may result in the rejection of the bid.

6.5 Where an electronic copy of the bidding document is isshedydper or hard cop
of the bidding doement is the original version. In the event of any discrep:
between the two, the hard copy shall prevail.

7. Clarification of Bidding Document

A prospective Bidder requiring any clarification of the Bidding Document ¢
contact the Procuring andidposing Entity in writing at the Procuring ai
Di sposing Entityds address indicat
Entity will respond in writing to any request for clarification, provided that <
request is received no later than ttegeindicated in the BDS. The Procuring ai
Disposing Entity shall forward copies of its response to all Bidders who
acquired the Bidding Document directly from it, including a description of
inquiry but without identifying its source. Should the Praogirand Disposing
Entity deem it necessary to amend the Bidding Document as a result
clarification, it shall do so following the procedure under ITB Clause 8 and
Clause 24.2.

8. Amendment of Bidding Document

8.1 At any time prior to the deadknfor submission of bids, the Procuring &
Disposing Entity may amend the Bidding Document by issuing addenda.

8.2 Any addendum issued shall be part of the Bidding Document and sh:
communicated in writing to all who have obtained the Bidding Docuieattly
from the Procuring and Disposing Entity.

8.3 To give prospective Bidders reasonable time in which to take an addendul
account in preparing their bids, the Procuring and Disposing Entity may,
discretion, extend the deadline for the migsion of bids, pursuant to ITB Su
Clause 24.2.

C. Preparation of Bids

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by 12
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9. Cost of Bidding

9.1 The Bidder shall bear all costs associated with the preparation and submissic
bid, and the Procuring and Disposing Entity shall not be resporwiliable for
those costs, regardless of the conduct or outcome of the bidding process.

10. Language of Bid and Communications

10.1 The medium of communication shall be in writing unless otherwise specified

BDS.

10.2 The bid, as well as all cospondence and documents relating to the bid excha
by the Bidder and the Procuring and Disposing Entity, shall be written in Er
unless otherwise specified in the BDS.

10.3 Supporting documents and printed literature that are part of the bid enay
another language provided they are accompanied by an accurate translatiol
relevant passages in English, in which case, for purposes of interpretation of t
such translation shall govern.

11. Documents Comprising the Bid

The bid shalcomprise the following:

(@)

(b)

()

(d)

()

(f)

(9)

(h)

(i)

the Bid Submission Sheet and the applicable Price Schedules, in accc
with ITB Clauses 12, 14, and 15;

a Bid Securityor a Bid Securing Declaratipm accordance with ITB Claus
21;

written confirmation authorisinghe signatory of the bid to commit tt
Bidder, in accordance with ITB Clause 22;

documentary evidence in accordance with ITB Clause 16 establishir
Bidderdés eligibility to bid;

documentary evidence in accordance with ITB Clause 17 estallitn
the Supplies and Related Services to be supplied by the Bidder
eligible origin;

documentary evidence in accordance with ITB Clauses 18 and 30, tr
Supplies and Related Services conform to the Bidding Documents;

documentary eviehce in accordance with ITB Clause 19 establishing
Bidderds qualifications to perfc

The Code of Ethical Conduct for Bidders and Providersiccordance witt
ITB Clause 3.4; and

any other document(s)geired in the BDS.

12. Bid Submission Sheet and Price Schedules

12.1 The Bidder shall submit the Bid Submission Sheet using the form provid
Section 4, Bidding Forms. This form must be completed without any alteratic
its format, and no subatites shall be accepted. All blank spaces shall be fille
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with the information requested, which includes:

(@)

(b)
()
(d)
(€)
(f)
(9)
(h)

()

()

(k)
()

the reference of the Bidding Document and the number of each ad
received,;

a brief description of the Supplies and Related Servideseof

the total bid price;

any discounts offered and the methodology for their application;

the period of validity of the bid ;

a commitment to submit any Performance Security required and the amc
a declaration of nationality dihe Bidder;

a commitment to adhere to the Code of Ethical Conduct for Bidders
Providers;

a declaration that the Bidder, including all parties comprising the Bidd
not participating, as a Bidder, in more than one bid in this bidding @m0
except for alternative bids in accordance with ITB Clause 13;

confirmation that the Bidder has not been suspended by the Authority;
a declaration on gratuities and commissions; and

an authorised signature.

12.2 The Bidder shall submit therice Schedule for Supplies and Related Services, (
the format provided in Section 4, Bidding Forms. The Price Schedule shall in
as appropriate:

(@)
(b)
(©

(d)
()

(f)
(9)
(h)
(i)

the item number;
a brief description of the Supplies or Related Services to be supplied;

their country of origin and percentage of Ugandan East African
Communitycontent;

the quantity;

the unit priceswith a separate unit price dactory andfor delivery and
incidental costs according to the delivery terms (Incoterms);

cusbms duties and all taxes paid or payable in Uganda;
the total price per item;
subtotals and totals per Price Schedule; and

an authorised signature.

13. Alternative Bids

13.1 Alternative bids shall not be considered unless otherwise tedida the BDS.

13.2 Where permitted, alternative bids do not need to conform precisely to the Sta
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of Requirements, but must

(&) meet the objectives and/or performance requirements prescribed i
Statement of Requirements;

(b) be substantiallyithin any delivery or completion schedule, budget or o
performance parameters stated in the solicitation document; and

(c) clearly state the benefits of the alternative bid over any solution v
conforms precisely to the Statement of Requirementserims of technica
performance, price, operating costs or any other benefit.

13.3 A bidder may submit both a main bid which conforms precisely to the Statem
Requirements and an alternative bid.

13.4 Where a bidder submits more than one bid, eachsbiall be submitted as
completely separate bid and shall conform to the instructions for preparatic
submission of bids in its own right, without any reliance on any other bi
particular, each bid shall be separately signed, authorised, s&dletled and
submitted in accordance with the instructions for submission of bids and st
accompanied by a separate Bid Secuwitid Securing Declaratignf so required.
Such bids shall be I abell ed fAMain

13.5 The evalation of alternative bids shall use the same methodology, criterie
weights as the evaluation of main bids, except that the detailed technical eva
shall take into account only the objectives and/or performance require
prescribed in the Stateent of Requirements.

14. Bid Prices and Discounts

14.1 The prices and discounts quoted by the Bidder in the Bid Submission Sheet
the Price Schedules shall conform to the requirements specified below.

14.2 All items in the Schedule of Supply muze listed and priced separately in the Pi
Schedules. If a Price Schedule shows items listed but not priced, their price
be assumed to be included in the prices of other items. Items not listed in th
Schedule shall be assumed to be noluded in the bid, and provided that the bic
substantially responsive, the corresponding adjustment shall be appli
accordance with ITB SuBlause 31.3.

14.3 The price to be quoted in the Bid Submission Sheet, in accordance with IFE
Clause 12(c), shall be the total price of the bid, excluding any discounts offer¢

14.4 The Bidder shall quote any unconditional and conditional discounts ani
methodology for their application in the Bid Submission Sheet, in accordance
ITB Sub-Clause 2.1(d) and ITB SulClause 14.8 respectively.

14.5 The terms EXW, CIP, and other similar terms shall be governed by the
prescribed in the edition of Incoterms, published by The International Cham|
Commerce, as specified in the BDS.

14.6 Pricesquoted on the Price Schedule for Supplies and Related Services, sl
disaggregated, when appropriate as indicated in this-claulse. This
disaggregation shall be solely for the purpose of facilitating the comparison ¢
by the Procuring and Dispiog Entity. This shall not in any way limit th
Procuring and Disposing Entityds r

(@) for Supplies;
(i) the price of the Supplies, quoted CIP or other Incoterm as specifi
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the BDS;

(i) all custom duties, salesxtaand other taxes applicable in Uganda, f
or payable, on the Supplies or on the components and raw ma
used in their manufacture or assembly, if the Contract is awarded
Bidder; and

(i)  the total price for the item.

(b) for Related Services;

() the price of the Related Services;

(i) all custom duties, sales tax, and other taxes applicable in Ugande
or payable, on the Related Services, if the Contract is awarded
Bidder; and

(i)  the total price for the item.

14.7 Prices quoted by the Biddeh & | | be fixed during t
Contract and not subject to variation on any account, unless otherwise spec
the BDS. A bid submitted with an adjustable price quotation shall be treated
responsive and shall be rejectqujrsuant to ITB Clause 30. However, if
accordance with the BDS, prices quoted by the Bidder shall be subject to adju
during the performance of the Contract, a bid submitted with a fixed price quo
shall not be rejected, but the price adjustirshall be treated as zero.

14.8 If so indicated in ITB SuiClause 1.1, bids are being invited for individual contre
(lots) or for any combination of contracts (packages). Bidders wishing to offe
price reduction for the award of more than omattact shall specify in their bid tr
price reductions applicable to each package, or alternatively, to individual Cor
within the package. Price reductions or discounts shall be submitted in acco
with ITB SubClause 14.4, provided the bidg fll lots are submitted and opened
the same time.

15. Currencies of Bid
15.1 Bid prices shall be quoted in the following currencies:

(@) for Supplies and Related Services originating in Uganda, the bid prices
be quoted in the currency of Ugandinless otherwise specified in the BL
and

(b) for Supplies and Related Services originating outside Uganda, or for img
parts or components of Supplies and Related Services originating o
Uganda, the bid prices shall be quoted in the currehtlye expense or in th
currency of the Bidderds country

15.2 Alternatively, the Procuring and Disposing Entity may request that prices quo
expressed in the currency specified in the BDS. If the Bidder siishiee paid in ¢
currency or a combination of currencies different from the one in which it
requested to express its quotation, it shall as part of its offer:

(&) indicate its requirement to be paid in other currencies, including the amo
each currecy or the percentage of the quoted price corresponding to
currency;

(b) justi fy, to the Procuring and Di
to be paid in the currencies requested; and

(c) utilise the rate of exchange specified by the Procuringtasigosing Entity to
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express its offer in the currency required by the Procuring and Disp
Entity. The source, date, and type of exchange rate to be used is indic
the BDS, in accordance with ITB Clause 34, and shall not precede tf
submisson deadline by less than twerdge(21) days.

16. Documents Establishing the Eligibility of the Bidder

To establish their eligibility in accordance with ITB Clause 4, Bidders ¢
complete the eligibility declarations in the Bid Submission Sheetuded in
Section 4, Bidding Forms and submit the documents required in Sect
Evaluation Methodology and Criteria.

17. Documents Establishing the Eligibility of Supplies

17.1

17.2

To establish the eligibility of the Supplies and Related Services, imdsro®e with
ITB Clause 5, Bidders shall complete the country of origin declarations in the
Schedule included in Section 4, Bidding Forms.

Bidders with a current registration with the Authority are not required to submit
(@ acopyofthebiddérs current trading |icenc
(b)a copy of the bidderds certificat

but should include details of their Authority registration number in the
submission sheet.

18. Documents Establishing the Conformity of tlke Supplies

18.1 To establish the conformity of the Supplies and Related Services to the B

18.2

18.3

184

Documents, the Bidder shall provide as part of its bid the documentary evi
specified in Section 6, Statement of Requirements.

The documentary evidea may be in the form of literature, drawings or data,
shall consist of a detailed description of the essential technical and perfor
characteristics of the Supplies and Related Services, demonstrating sub
responsiveness of the Supplies &elated Services to those requirements, ar
applicable, a statement of deviations and exceptions to the provisions
Statement of Requirements.

If so stated in the BDSididers may be required to submit representative samples
Suppliesbeing offered and/or be requested to demonstrate the operation of the ¢
to theProcuring and Disposing Entity.

Standards for workmanship, process, material, and equipment, as well as refer:
brand names or catalogue numbers specifietthéyProcuring and Disposing Entity
the Statement of Requirement, are intended to be descriptive only and not res
The Bidder may offer other standards of quality, brand names, and/or cat
numbers, provided that it demonstrates, to thewProc ng and Di
satisfaction, that the substitutions ensure substantial equivalence or are superior
specified in the Statement of Requirement.

19. Documents Establishing the Qualifications of the Bidder

To establish its qualificains to perform the Contract, the Bidder shall submit
evidence indicated for each qualification criteria specified in Section 3, Evalt
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Methodology and Criteria.

20. Period of Validity of Bids

20.1

20.2

203

Bids shall remain validintil the datespecifiad in the BDS A bid valid for a shortel
period shall be rejected by the Procuring and Disposing Entity asampliant.

The Procuring and Disposing Entity will make its best effort to complet
procurement process within this period

In exceptional circumstances, prior to the expiration of the bid validity period.
Procuring and Disposing Entity may request Bidders to extend the period of vali
their bids. The request and the responses shall be made in writing. If a Bid ®e@
Bid Securing Declaratiors requested in accordance with ITB Clause 21, it shall
be extended for a corresponding period. A Bidder may refuse the request \
forfeiting its Bid Securityor being liable for suspension in case of a Bid Sect
Declaration.A Bidder granting the request shall not be required or permitted to
its bid

21. Bid Security or Bid Securing Declaration

21.1

21.2

21.3

214

215

216

The Bidder shall furnish as part of its bid, a Bid Security or a-3aduring
Declaration, if required, aspedfied in theBDS.

The Bid Security shall be in the amount specified in the BDS and denominated
currency ofugandaor a freely convertible currency, and shall:

a) at the bidderds option, be in t
gux antee, or Bank draft or Cashie

b) be issued by a reputablimancial institution selected by the bidd&éom an
eligible country If the institution issuing the security is located outside
Uganda, it shall have eorrespondent financial institution located in Ugat
to make it enforceable;

c) be substantially in accordance with the form of Bid Security include
Sectiord, Bidding Forms

d) be payable promptly upon written demand by Brecuring and Disposin
Entity in case the conditions listed in ITB Clause6ate invoked,;

e) be submitted in its origal form- copies will not be accepted

The Bid Security or Bid Securing Declaration shb# submitted using th
appropriateform included in Section 4,i&ding Formsandshallremainvalid until
the datespecifiedin the BDS.

Any bid not accompanied by a substantially responsive Bid Secaritid
Securing Declaratignif one is required in accordance with ITB SQlause 21.1
shall be rejected bihe Procuring and Disposing Entity as rmompliant.

The Bid Securityor Bid Securing Declaratioof all Bidders shall be returned
promptly as possible once the successful Bidder has signed the Contra
provided the required Performance Sé@guwvhere applicabler upon request by th
unsuccessful bidder after publication of the notice of best evaluated bidder.

If a Bidder withdraws its bid during the period of bid validity specified by
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Bidder on the Bid Submission Sheet, exceptrasiged in ITB SubClause 20.2; or
If the successful Bidder fails to:
(i)  sign the Contract in accordance with ITB Claugg 4
(i)  furnish any Performance Security in accordance with ITB Clause 4«
(iif) accept the correction of its bid price pursuant to ITB-Stduse 31.5.
TheBid Security may be forfeited @id Securing Declaration executed.
22. Format and Signing of Bid

22.1 The Bidder shall prepare one original of the documents comprising the |
described in ITB Clause 11 and clearly marliiOR1 GI NAL. o |1
Bidder shall submit copies of the bid, in the number specified in the BDS
clearly mark each of them ACOPY. O
original and the copies, the original shall prevail.

22.2 The originaland all copies of the bid shall be typed or written in indelible ink and
be signed by a person duly authorised to sign on behalf of the Bidber.
authorisation shall consisf a Power of Attorneyvhich if signedin Ugandashall be
registered and signed outside Uganda, shall be notariaed shalbe attached to th
bid. The name and position held by each person signing the authorisation n
typed or printed below the signature. All pages of the bid, except for unam
printed literatureshall be signed or initialled by the person signing the bid

22.3 Any interlineations, erasures, or overwriting shall be valid only if they are sign
initialled by the person signing the bid.

D. Submission and Opening of Bids
23 Sealing and Marking of Bids

23.1 The Bidder shall enclose the original and each copy of the bid, in separate
envel opes, duly marking the envelc
envelopes containing the original and the copies shall then be enclosed in aa
plain envelope securely sealed in such a manner that opening and resealinc
be achieved undetected.

23.2 The inner and outer envelopes shall:
(@) bear the name and address of the Bidder;

(b) be addressed to the Procuring and Disposing Entityaordance with ITB
SubClause 24.1;

(c) Dbear the Procurement Reference number of this bidding process; and

(d) bear a warning not to open before the time and date for bid openir
accordance with ITB SuBlause 27.1.

23.3 If all envelopes are not seal and marked as required, the Procuring and Dispc
Entity will assume no responsibility for the misplacement or premature openi
the bid.
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24 Deadline for Submission of Bids

24.1 Bids must be received by the Procuring and Disposing Entity atdtieess and n
later than the date and time indicated in the BDS.

24.2 The Procuring and Disposing Entity may, at its discretion, extend the deadli
the submission of bids by amending the Bidding Documents in accordanct
ITB Clause 8, in which casall rights and obligations of the Procuring &
Disposing Entity and Bidders previously subject to the deadline shall thereal
subject to the deadline as extended.

25 Late Bids

The Procuring and Disposing Entity shall not consider any bid thaesa after the
deadline for submission of bids, in accordance with ITB Clause 24. Any
received by the Procuring and Disposing Entity after the deadline for submiss
bids shall be declared late, rejected, and returned unopened to the Bidder.

26. Withdrawal and Replacement of Bids

26.1 A Bidder may withdraw or replace its bid after it has been submitted at any
before the deadline for submission of bids by sending a written notice, duly ¢
by an authorised representative, which shallute a copy of the authorisation
accordance with ITB Su@lause 22.2. Any corresponding replacement of the
must accompany the respective written notice. All notices must be:

(@) submitted in accordance with ITB Clauses 22 and 23 (except that awtidi
notices do not require copies), and in addition, the respective envelopes ¢
cl ear | yWIThORAWALD, ofi or AREPLACEMENT, 0

(b) received by the Procuring and Disposing Entity prior to the deadline prescrik
submission of bids, in acatance with ITB Clause 24.

26.2 Bids requested to be withdrawn in accordance with ITB-Clalnise 26.1 shall b
returned unopened to the Bidder.

26.3 No bid may be withdrawn or replaced in the interval between the deadlir
submission of bids and the @ration of the period of bid validity specified by tl
Bidder on the Bid Submission Sheet or any extension thereof.

26.4 Bids may only be modified by withdrawal of the original bid and submission
replacement bid in accordance with ITB Solause 26L. Modifications submittec
in any other way shall not be taken into account in the evaluation of bids.

27. Bid Opening

27.1 The Procuring and Disposing Entity shall conduct the bid opening in the prese
Bidders™ designated representatives whooskato attend, at the address, date
time specified in the BDS.

272 Fir st , envel opes marked AWI THDRAWA
envelope with the corresponding bid shall not be opened, but returned to the |
No bid withdrawal shalbe permitted unless the corresponding withdrawal nc
contains a valid authorisation to request the withdrawal and is read out at t
opening.
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Al ot her envelopes including thos
and the relevant details readto Replacement bids shall be recorded as such o
record of the bid opening.

Only envelopes that are opened and read out at the bid opening shall be cor
further.

27.3 All other envelopes shall be opened one at a time, reading out: the nahe
Bidder; the bid price, per lot where applicable, including any discounts
presence of a Bid Security Bid Securing Declarationf required; and any othe
details that the Procuring and Disposing Entity may consider appropriate.
discounts ad alternative offers read out at the bid opening shall be consider:
evaluation. No bid shall be rejected at the bid opening except for late bi
accordance with ITB SuBlause 25.1.

27.4 The Procuring and Disposing Entity shall prepare a recbtte bid opening tha
shall include, as a minimum: the name of the Bidder and whether there
withdrawal and/or replacement; the bid price, per lot if applicable, including
discounts; and the presence or absence of a Bid SeBudityecuring Delaration
i f one was required. The Bidder :
requested to sign the record. The
shall not invalidate the contents and effect of the record. A copy of the recor:
be distributed to Bidders upon payment of a fee and displayed on the Procuri
Di sposing Entityds Notice Board wi
opening.

E. Evaluation of Bids
28. Confidentiality

28.1 Information relating to the examation, evaluation, comparison, and pc
qualification of bids, and recommendation of contract award, shall not be disi
to bidders or any other persons not officially concerned with such process
information detailing the Best Evaluated Biddecommunicated to all Bidders.

28.2 Any effort by a Bidder to influence the Procuring and Disposing Entity in
examination, evaluation, comparison, and jpslification of the bids or contrac
award decisions may result in the rejection of its bid.

28.3 Notwithstanding ITB SuiClause 28.2, from the time of bid opening to the time
Contract award, if any Bidder wishes to contact the Procuring and Disposing
on any matter related to the bidding process, it should do so in writing.

29. Clarific ation of Bids

To assist in the examination, evaluation, comparison andqgpadification of the
bids, the Procuring and Disposing Entity may, at its discretion, ask any Bidde
clarification of its bid. Any clarification submitted by a Bidder ttha not in
response to a request by the Procuring and Disposing Entity shall not be cons
The Procuring and Disposing Entity
shall be in writing. All requests for clarification shall be copied to altiérd for
information purposes. No change in the prices or substance of the bid st
sought, offered, or permitted, except to confirm the correction of arithmetic ¢
discovered by the Procuring and Disposing Entity in the evaluation of the bi
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accordance with ITB Clause 31.4.
30. Compliance and Responsiveness of Bids

301 The Procuring and Disposing Entity
responsiveness is to be based on the contents of the bid itself.

30.2 A substantially complianand responsive bid is one that conforms to all the te
conditions, and specifications of the Bidding Documents without mai
deviation, reservation, or omission. A material deviatsoam deviation that

(@) affects in a substantial way, the scapejuality of the supplies or services
the performance of the works to be procured;

(b) is inconsistent with the bidding document and which may in a subst
way, limit the rights of the procuring and disposing entity or the obligatiol
the biddemunder the contract;

(c) if corrected would unfairly affect the competitive position of the other bid
whose bids are administratively compliant and responsive; or

(d) impacts the key factors of a procurement including cost, risk, time and q
and auses

(i) unacceptable time schedules, where it is stated in the bidding doc
that time is of the essence;

(i) unacceptable alternative technical details, such as design, mai
workmanship, specifications, standards or methodologies; or

(i) unacceptable countdrids with respect to key contract terms &
conditions, such as payment terms, price adjustment, liquidated dar
sub-contracting or warranty.

30.3 If a bid is not substantially compliant and responsive to the Bidding Docume
shall be rejected by the Procuring and Disposing Entity and may not subsec
be made compliant and responsive by the Bidder by correction of the m
deviation, reservation, or omission.

31. Nonconformities, Errors, and Omissions

31.1 Provided tlat a bid is substantially compliant and responsive, the Procuring
Disposing Entity may waive any naonformity or omissions in the bid that do
not constitute a material deviation.

31.2 Provided that a bid is substantially compliant and respon#iie Procuring anc
Disposing Entity may request that the Bidder submit the necessary informat
documentation, within a reasonable period of time, to rectify nonma
nonconformities or omissions in the bid related to documentation requirer
Sud omission shall not be related to any aspect of the price of the bid. Falil
the Bidder to comply with the request may result in the rejection of its bid.

31.3 Provided that a bid is substantially compliant and responsive, the Procurin
Disposirg Entity shall rectify nonmaterial nonconformities or omissions. To
effect, the bid price shall be adjusted, for comparison purposes only, to refle
price of the missing or neconforming item or component. The cost of ¢
missing items will beadded to the bid price using the highest price from other

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by
PPDA, March 2014

22



Part 1: Section1 Instructions To Bidders

submitted.

31.4 Provided that the bid is substantially compliant and responsive, the Procurir
Disposing Entity shall correct arithmetic errors on the following basis:

(@) if there is adiscrepancy between the unit price and the total price th
obtained by multiplying the unit price and quantity, the unit price shall pr:
and the total price shall be corrected, unless in the opinion of the Pro:
and Disposing Entity there is abvious misplacement of the decimal point
the unit price, in which case the total price as quoted shall govern and tt
price shall be corrected;

(b) if there is an error in a total corresponding to the addition or subtracti
subtotals, the dtotals shall prevail and the total shall be corrected; and

(c) ifthere is a discrepancy between words and figures, the amount in word
prevail, unless the amount expressed in words is related to an arithmetic
in which case the amount in figgs shall prevail subject to (a) and (b) abov

31.5 If the Bidder that submitted the best evaluated bid does not accept the correc
errors, its bid shall be rejected and its Bid Security may be forfeit8id Securing
Declarationexecuted

32. Preliminary Examination of Bids T Eligibility and Administrative Compliance

32.1 The Procuring and Disposing Entity shall examine the legal documentatio
other information submitted by Bidders to verify the eligibility of Bidders
Supplies and relatl services in accordance with ITB Clauses 4 and 5.

32.2 If after the examination of eligibility, the Procuring and Disposing Entity detern
that the Bidder, the Supplies and/or the related Services are not eligible, i
reject the bid.

32.3 The Pocuring and Disposing Entity shall examine the bids to confirm tha
documents and technical documentation requested in ITB Clause 11 hav
provided, and to determine the completeness of each document submitted.

32.4 The Procuring and Disposing Egtshall confirm that the following documents a
information have been provided in the bid. If any of these documen
information is missing, the offer shall be rejected.

(@) the Bid Submission Sheet, including:
() a brief description of the SupplieschRelated Services offered;
(i) the price of the bid; and
(iii) the validitydateof the bid;
(b) the Price Schedule;
(c) written confirmation of authorisation to commit the Bidder; and
(d) a Bid Securityor Bid Securing Declaratignf applicable.

33. Detailed Commercial and Technical Evaluation
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33.1 The Procuring and Disposing Entity shall examine the bid to confirm that all
and conditions specified in the GCC and the SCC have been accepted by the
without any material deviation or reservation.

33.2 If, after the examination of the terms and conditions, the Procuring and Disf
Entity determines that the bid is not substantially responsive in accordance wi
Clause 30, it shall reject the bid.

33.3 The Procuring and Disposing Entity shallaate the technical aspects of the
submitted in accordance with ITB Clause 18, to confirm that all requiren
specified in Section 6, Statement of Requirements of the Bidding Documen
been met without any material deviation or reservation.

33.4 If, after the technical evaluation, the Procuring and Disposing Entity determine
the bid is not substantially compliant in accordance with ITB Clause 30, it
reject the bid.

34 Conversion to Single Currency

For evaluation and comparison pases, the Procuring and Disposing Entity s
convert all bid prices expressed in amounts in various currencies into a
currency, using the selling exchange rate established by the source and on
specified in the BDS.

35. Margin of Preference

35.1 Unless otherwise specified in the BDS, a margin of preference shall apply. W
Margin of Preference applies, its application and detail shall be specified in S
3, Evaluation Methodology and Criteria.

352 For the purpose of grangy a margin of domestic preference, bids will be classi
in one of two groups, as follows:

(@) Group A:Goods manufactured ldganda for which (i) labour, raw materials
and components from withitdgandaaccount for more than thirty (3(
percent of theeXW price; and (ii) the production facility in which they w
be produced or manufacture isigandaon the date of bid submission.

(b) Group B:Goods of foreign origin already imported or to be imported by
Purchaser directly or through the Supdiier | oc a l agent .

353 Biddersclaiming eligibility for a Margin of Preference must provide documen
evidence thaat least thirty percent @he labour, raw materials and component:
the goods originate in Uganda and ttieg production facility in wich the goods
are to be assembled or processed is engaged in the manufacturing, assermr
processing of the goods at the time of submission of the bid.

36. Financial Comparison of Bids

36.1 The Procuring and Disposing Entity shall financially evedweach bid that has bes
determined, up to this stage of the evaluation, to be substantially complial
responsive.

36.2 To financially evaluate a bid, the Procuring and Disposing Entity shall only us
criteria and methodologies defined in thitase and in Section 3, Evaluatis

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by

PPDA, March 2014

24



Part 1: Section1 Instructions To Bidders

Methodology and Criteria. No other criteria or methodology shall be permittec

363 The Procuring and Disposing Entityi
consideration of factors other than costs, in additio the bid price quoted i
accordance with ITB Clause 14. These factors may be related to the charact
performance, and terms and conditions of purchase of the Supplies and |
Services. The factors selected, if any, shall be expressednetany terms tc
facilitate comparison of bids, unless otherwise specified in Section 3, Evall
Methodology and Criteria. The factors to be used and the methodolo
application shall be indicated of Section 3, Evaluation Methodology and Criter

36.4 To financially compare bids, the Procuring and Disposing Entity shall:

(&) determine the bid price, taking into account the costs listed of Secti
Evaluation Methodology and Criteria;

(b) correct any arithmetic errors in accordance with ITB-Slduse 31.4;

(c) apply any unconditional discounts offered in accordance with ITBSabse
12.1(d);

(d) make adjustments for any nonmaterial nonconformities and omissio
accordance with ITB SuBlause 31.3;

(e) apply any norcost factors in accordaneéth ITB SubClause 36.3;
(H  convert all bids to a single currency in accordance with ITB Clause 34;
(g) apply any margin of preference in accordance with ITB Clause 35;
(h) determine the total evaluated price of each bid.
37. Determination of Best Evduated Bid(s)

The Procuring and Disposing Entity shall compare all substantially compliar
responsive bids to determine the best evaluated bid or bids, in accordanc
Section 3, Evaluation Methodology and Criteria.

38. Postqualification of the Bidder

38.1 The Procuring and Disposing Entity shall determine to its satisfaction wheth
Bidder that is selected as having submitted the best evaluated bid is quali
perform the Contract satisfactorily.

38.2 The determination shall be basgobn an examination of the documentary evide
of the Bidderdés qualifications sub
to clarifications in accordance with ITB Clause 29 and the qualification cri
indicated in Section 3, Evaluation Methdalgy and Criteria. Factors not includt
i n Section 3 shal/l not be used iIin t

38.3 An affirmative determination shall be a prerequisite for award of the Contract
Bidder. A negative determination shalluksn disqualification of the bid, in whicl
event the Procuring and Disposing Entity shall proceed to the next best ev:
bid to make a similar determinat.
satisfactorily.
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38.4 If pre-qualification has beeoonducted, no posjualification will be conducted bt
pre-qualification information shall be verified.

F. Award of Contract
39. Award Procedure

39.1 The Procuring Entity shall issue a Notice of Best Evaluated Bidilein 5 working
daysafter the deision of the contracts committee to award a contialeice suct
Notice onits notice boardor a prescribed perigatopy the Notice to all Bidder
and to theAuthority for publication onts website

39.2 No contract shall be signed within period of {&0) working days after the date
display of the best evaluated bidder notice.

39.3 The Procuring and Disposing Entity shall award the Contract to the Bidder \
offer has been determined to be the best evaluated bid, provided that the Bi
detemined to be qualified to perform the Contract satisfactorily.

39.3 Negotiations will only be held in exceptional circumstances as provided for unc
PPDA Act.

40Procuring and Disposing Entityods Ri

The Procuringand Disposing Entity reserves the right to accept or reject any bid, i
annul the bidding process and reject all bids at any time prior to casigaatureand
issue by the Procuring and Disposing Entitythout thereby incurring any liability t
Bidders.

41. Procuring and Disposing Entityds Ri

41.1 At the time the Contract is awarded, the Procuring and Disposing Entity resen
right to increase or decrease the quantity of Supplies and Related Sengeslypr
specified in Section 6, Statement of Requirements, provided this does not
the percentages indicated in the BDS, and without any change in the unit pr
other terms and conditions of the bid and the Bidding Document.

41.2 Negotiations Wl only be held in exceptional circumstances.
42. Signing and Effectiveness of Contract

42.1 On expiry ofthe ten (10) working day period after the display of the Best Evalt
Bidder,and upon approval of the Attorney General where applicable, tleriiTg
and Disposing Entity shall sign a contract with the successful Bidder.

42.2 Failure by the successfulBidder to sign the contract shall constitute suffici
ground for annulment of the contract award.

42.3 Effectiveness of the contract shall bebget to submission ofa satisfactory
Performance Securitwhere applicable andany other conditionspecified in the
Contract

43. Debriefing

Where a bidder requesisformation on thereasondor the successrdailure of
their bid the Procuring aml Disposing Entity shall promptly give the bidder ¢
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written debrief after the signing of the contract

44. Performance Security

44.1

45.
45.1

Within twenty-one (21) days of signing of the contract, the successful Bidder
where applicablefurnish to the Pracuring and Disposing Entita Performance
Security in the amount stipulatéd the SCC and in the form of on demaBank
Guarantee as stipulated in Section 9, denominated in the type and proport
currencies ofthe Contract The performance securityhall be issued by a Ban
located in Uganda or a foreign Bank through correspondence with a Bank loci
Uganda. On demand insurance bonds with proof ehgerance, in the forme
included in Section 9 (contract forms) can be accepted.

Advance Paynent and Security

If so stated in the BDShé Employer will provide an Advance Payment on
Contract Pricesubject to a maximum amount, as stated in the BDS. This Pay
shall be in the same currencies and propns as the Contract Payment afll
be made in accordance with the GCC. The performance security shall be issu
Bank located in Uganda or a foreign Bank through correspondence with a
located in Uganda. On demand insurance bonds with proofiosueance, in the
format incuded in Section 9 (contract forms) can be accepted.

46. Administrative Review

Bidders may seek an Administrative Review by the Accounting Office
accordance with the Public Procurement and Disposal of Assets Act, 2003
are aggrieved with the dision of the Procuring and Disposing Entity.
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Section 2 Bid Data Sheet

Instructions
to Bidders Data relevant to the ITB
Reference
A. General
ITB 1.1 The Procuring and Disposing Entity Electoral Commission
ITB 1.1 The subject of procurement iSupply and Implementation of Election

Results and Dissemination System (ERTDS) and Equipment, Connectivit
Cyber security solution, Video Wall and Display Screens for ERTDS
Communication Network.

ITB 1.1 The Procurement Reference number of the Biddingubent is EC/SUPLS/
19-20/008291/2/3/4/5

ITB 1.1 The number and identification of lots comprising this Bidding Documer|
Five

The minimum and maximum number of Lots a Bidder may bid foFisse
BUT a Bidder shall be awarded not more than one Lot.

ITB5.5 The Bidder shallnot be required to include with its Bid, documentation fr
the Manufacturer of the Supplies, that it has been duly authorised to sug
Uganda, the Supplies indicated in its bid by submitting the Manufacl
Authorisation Fom in Section 4 Bidding Forms.

B. Bidding Document

ITB 7 For clarification purposes only,
is:

Attention: Secretary, Electoral Commission
Street Addres$5 Jinja Road

Floor/Room numbenN/A

Town/City: Kampala

Postal Code/PO Box Nd22678
Country:Uganda

Telephone0414- 337500/08/09

Facsimile numbei0414 337595

Electronic mail addresgmwanyoto@yahoo.com

ITB 7 The Procuring and Disposing Entity will respond to any request
clarification proviged that such request is received no later b April ,
2020

C. Preparation of Bids

ITB 10.1 The medium of communication shall be in writing.
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Bid Data Sheet

Instructions
to Bidders Data relevant to the ITB
Reference
ITB 10.2 The language for the bid is English.
ITB 11 (h) | The Bidder shall submit with its bid the followg additional documents:
ITB 13.1 Alternative Bids shall ndbe permitted.
ITB 14.5 The Incoterms edition iSNCONTERMS 2010
ITB For Supplies, the Bidder shall quote prices using the following Incot&DiB:
14.6(a)(i) Electoral Commission stores, Kapala.
ITB 14.7 The priceqquoted by the Bidder shall bexed
ITB 15.1(a) | For Supplies and Related Services originating in Uganda the currency
bid shall be: Uganda Shillings.
ITB 15.1(b) | For Supplies and Related Services originatingidatsf Uganda the curreng
of the bid shall beganda Shillings
ITB 18.3 Bidders shall provide a representative sample of the Supplies as detai
Section 6 Statement of Requirements
Biddersshall notprovide a demonstration of the use of the suppdigring the
evaluation process
ITB 20.1 Bids shall be valid unt®™ October, 2020
ITB 21.1 A Bid Security shall be required.
A Bid Securing Declaration shall be required
ITB 21.2 Where a Bid Security 1is requitmedB
Security shall be
Lot 1: UGX 18,000,000/FEighteenmillion only),
Lot 2.UGX 40,000,000/Forty million only),
Lot 3:UGX 8,000,000/Eight million only),
Lot 4:UGX 9,000,000/Nine million only),
Lot 5:UGX 125000,000/Fone hundred twentyfive million only).
ITB 21.3 The Bid Security or Bi®ecuring Declaration shall be valid uri
November, 2020(Calculated as 28 days beyond the bid validity datevg
ITB 22.1 In addition to the original of the Bid, the number of copies requeg03)
Three
D. Submission and Opening of Bids
ITB 24.1 For bi d submissi on pur poses onl
address is :
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Instructions
to Bidders
Reference

Data relevant to the ITB

Attention: The Head Procurement and Disposal Unit, Electoral Commissio
Street Addres<lot 55 Jinja Road,

Roam number9

Town/City: Kampala

Postal Code: P. O. B&678, Kampala

Country:Uganda

The deadline for bid submission is:

Date: 13" May, 2020

Time (local time):11:00 a.m.

ITB 27.1

The bid opening shall take place at:
Street Addresslinja Road Plot 55
Room numberi5

Town/City: Kampala,
Country:Uganda’

Date:13" May, 2020

Time:11:15 a.m. Local time

E. Evaluation of Bids

ITB 34

The currency that shall be used for financial comparison purposes to con
bid prices expressed in various curre@sdnto a single currency isl/A

The source of exchange rate shall HéA

The date for the exchange rate shallN&. All bids shall be offered in
Uganda shillings

ITB 35.1

A margin of preferencshall apply. If a margin of preference applies, the
application methodology shall be as stated in Section 3 Evaluation
Methodology and Criteria.

ITB 35.3

The Bidder shall suhit with its bid the following documents to evidence tha
they qualify for a margin of preference:

If it is a company,

1 Certificate ofincorporation of the company

T Memorandum and Articles of association
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Instructions
to Bidders Data relevant to the ITB
Reference
1 List of directors and evidence showing that they are Ugandans in f
of National IDs or passport.
If it is an individual,
Evidence showing that they are Ugandans in form of Natioreblpassport
F. Award of Contract
ITB 41.1 The maximum percentage by which quantities tayncreased 1$5%
The maximum percentage by which quantities may be decreas@bs
ITB 45.1 The Advance Payment shall be limited\tA percent of the Cdrmact Price.
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Section 3 Evaluation Methodology and Criteria

Procurement Reference NumberEC/SUPLS/20D-2020/00829

2.2

2.3

3.2

A Evaluation Methodology
Methodology Used

The evaluation methodology to be used for the evaluation of bids received s
the Technical Compliance Selection (TCS) methodology.

Summary of Methodology

The Technical Compliance Selection methodology recommends the lowest
bid, which is eligible, compliant and substantially responsive to the technice
commercial regirements of the Bidding Document, provided that the Bidde
determined to be qualified to perform the contract satisfactorily.

The evaluation shall be conducted in three sequential stages

€) a preliminary examination to determine the eligibilitybalders and the
administrative compliance of bids received;

(b) a detailed evaluation to determine the commercial and tecl
responsiveness of the eligible and compliant bids; and

(c) a financial comparison to compare costs of the eligible, compl
responsie bids received and determine the best evaluated bid.

Failure of a bid at any stage of the evaluation shall prevent further considere
the next stage of evaluation. Substantial responsiveness shall be consi
pass.

B Preliminary Examinati on Criteria
Eligibility Criteria
The eligibility requirements shall be determinedfor:
@) Eligible Bidders in accordance with ITB Clause 4; and
(b) Eligible Supplies and Related Services in accordance with ITB Claus

The documentatiorequired to provide evidence of eligibility shall be:

€)) a certificate of registration issued by the Authority for bidders curre
registered with the Authority
equi val ent and a dficam yf Redistratioh el

equivalent for bidders not currently registered with the Authority;

(b) a statement in the Bid Submission Sheet that the bidder mee
eligibility criteria stated in ITB 4.1;

(c) a declaration in the Bid Submission Sheetatfanality of the Bidder;

(d) a declaration in the Bid Submission Sheet that the Bidder is not |
suspension by the Authority;

(e) fulfil ment of dligations to pay taxes and social security contribution
Ugandawhere applicable.
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3.3 A Power of Atbrney which if signed in Uganda shall be registeredf signed
outside Uganda shall be notarizadthorising signature of thedbon behalf of th
Bidder.

3.4 For a Joint Venture, the documentation in Sec8dhshall be required for ea
member othe Joint Venture and the following@itional documentation shabe
required:

(a) a certified copy of the Joint Venturkgreement or letter of intertb
enter intosuchan agreementwhich is legally binding on all partne
showing that:

(1) all partnersshall be jointly and severally liable for the execu
of the Contract in accordance with the Contract terms;

(i) one of the partners will be nominated as being in charge
receive instructions for and on behalf of any and all partne
the joint venture; and

(i)  the execution of the entire Contract, including payment, shi
done exclusively with the partner in charge.

(b) a Power of Attorney from each member of the Jvominating a
Representative in the JV and a Power Attorney from the Jv
nominating a representative who shall have the authority to condu
business for and on behalf of any and all the parties of the JV durir
bidding process and, in the event the JV is awarded the Contract,
contract executian

4.  Administrative Compliance Criteria

The evaluation of Administrative Compliance shall be conducted in accort
with ITB SubClauses 32.3 and 32.4.

(&) 116 working days bid validity period
(b) price schedule signed

(c) Powers of Attorney attached

(d) Bid security attached

(e) Audited books of account for the last three years of,Z2018and 2039, audited by
reputable audit FirmRegistered by a professional body.

() Successful completion of at least one contract of similar nature and cttypheEast
Africain the last 5 years. The bidder is required to give detailed addressees of the

clients and contact person who can be approached in case of a need to confirm tl
Information given in this respect.

C Detailed Evaludaion Criteria
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5.

6.
6.1
6.2

10.

Commercial Criteria

The commercial responsiveness of bids shall be evaluated in accordance w
Clause 33. The criteria shall be:

€)) acceptance of the conditions of the proposed contract;

(b) inclusion of all cost componentsqured such as installation, trainin
inspection or proving, commissioning, in addition to the price of
supplies;

(c) acceptable delivery schedule

Technical Criteria

Technical responsiveness shall be evaluated in accordance with ITB 83aBse

The Statement of Requirements detdthe minimum technical requirement
Responsiveness is determined by comparison of the specification offered
specification required in Section 6 and the evaluation is conducted on a ps
basis. Substantial responsiveness shall be considered a pass.

D Financial Comparison Criteria
Costs to be included in Bid Price

The financial comparison shall be conducted in accordance with ITB Claus
The costs to be included in the bid price bid are

(@) the unit and total delivered price based on the delivery terms requestt
the quantity specified in Section 6;

(b) taxes, duties and levies;

Non-cost Factors to be included in Evaluated Price

The noncost factors to be included in the eatkd price are:

(&) Adjustment for deviations in the schedule of payment, if applicable.
(b) Adjustment for deviations in the delivery schedule, if applicable.

Margin of Preference

If the BDS specifies a margin of preference to goods manufactured indagf@r
the purpose of bid comparisahge following procedures will apply:

(@) TheProcuring and Disposing Entityill first review the bids to confirm tr
appropriateness otthe classification and to identify the bid grot
classification of eachbasedp on bi dder sé decl ar .

(b) All evaluated bids in each group will then be compared to determir
lowest evaluated bid of each group. If, as a result of the prec
comparison, the lowest evaluated bid is from Group B it will be fu
compared with the lowest evaluated bid from Group A, after adding -
evaluated bid price of goods offered in the bid for Group B, for the pu
of further comparison only an amount equal to fifteen (15) percent el
factory/exwarehousebid price. The loweskvaluated bid determined frc
this last comparison shall be selected for the award.

Determination of Best Evaluated Bid or Bids
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10.1  The bid with the lowest evaluated price, from among those which are eli
compliant and substantial responsive shall be the best evaluated bid. If
Bidding Document includes more than one lot, the best evaluated bid s
determined separately for each lot.

10.2  Notwithstanding paragraph 10.1, if this Bidding Document allows Bidders to «
different prices for single lots and for the award to a single Bidder of multiple
the Procuring and Disposing Entity shall conduct a further financial comparis
apply any conditional discounts. The bid or bids offering the lowest p
combinaton of all the lots shall be the best evaluated bid or bids.

E Postqualification

The Procuring and Disposing Entishall undertake a post qualification the Besi
Evaluated Bidderto confirm whether the best evaluated bidder has the capacity
financial resources to execute the procurement.

11 Financial Capability Criteria
11.1 Availability of Financial Resource€C May verify for authentic Bank references

11.2 Audited statement of accounts by a reputable Audit Firm for theamar®18& 2019

12 Experience Criteria
To qualify for award of the contract, Bidders shall meet the following
minimum qualifying criteria
a) Experiencen asimilarassignmenwithin a period othe last Syears

b) Capability with respect to equipment facilities tnanufactureat least 800 metallic
boxes per day

12.3 The Electoral Commission, Uganda reserves the right to inspect and verify the
stated requirements at the Bidder os

12.4 The Electoral Commissiodganda may seek independent references frbrdder

12.5 The Electoral Commission, Uganda reserve the right to carry out a due diligence

and the results of reference checks may be used in determining award of contra

12.6Where the best eusted bidder does not meet fhwstqualification criteria, the bid
shall be rejected.
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Section 4 Bidding Forms

Table of Forms

Bid SUDMISSION SNEEL.......uuiiiii e e 37
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[This Bid Submission Sheet should be ondtierhead of the Bidder and should be signed by a person
with the proper authority to sign documents that are binding on the Bidder]

Bid Submission Sheet

Date:[insert date (as day, month and year) of bid submission]
Procurement Reference Nmsert Procurement Reference number]
To: [insert complete name of Procuring and Disposing Entity]
We, the undersigned, declare that:

(&8 We have examined and have no reservations to the Bidding Document, including
Addenda No.[insert the number and issue date of le@aldenda]

(b) We offer to supply in conformity with the Bidding Document and in accordance with the
delivery schedule specified in the Statement of Requirements the following Supplies and
Related Servicepnsert a brief description of the Supplies and RedaServices. Amend
wording and attach relevant details if an alternative delivery schedule is proposed]

(c) The total price of our Bid, excluding any discounts offered in item (d) beloymsert
the total bid price in words and figures, indicating tharisus amounts and the
respective currencies]

(d) The discounts offered and the methodologies for their application are:

Unconditional discounts. If our bid is accepted, the following discounts shall apply.
[Specify in detail each discount offered (eg antfpercentage) and the specific item of
the Statement of Requirements to which it applies.]

Methodology of application of the unconditional discounts. The discounts shall be
applied using the following methofBpecify precisely the method that shall beduto
apply the discounts]

Conditional discounts. If our bids for more than one lot are accepted, the following
discounts shall apply[Specify precisely each discount offered (eg amount/percentage)
and the conditions of the discount.]

Methodology of pplication of the conditional discounts. The discounts shall be applied
using the following methodSpecify in detail the method that shall be used to apply the
discounts]j

(e) Our bid shall be validintil the datespecified in ITB SukClause 20.J5and it shdlremain
binding upon us and may be accepted at any time befordatsat

()  We, including any subcontractors or providers for any part of the contract resulting from
this procurement process, are eligible to participate in public procurement in accordance
with ITB Clause 4.1

(g) We, including any subcontractors or providers for any part of the contract resulting from
this procurement process are registemth the Authority. [Bidders who are not
registered or whose subcontractors are not registered should athenstatement to
reflect their status].

(h) If our bid is accepted, we commit to obtain a Performance Security in accordance with
the Bidding Document in the amount phsert amount and currency in words and
figures of the performance securifgy the due prformance of the Contract;
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()

()
(k)
()

(m)

(n)

We, including any subcontractors or Providers for any part of the contract, have
nationals from the following eligible countriggisert the nationality of the Bidder,
including that of all parties that comprise the Bidder,hié tBidder is a Joint Venture
consortium or association, and the nationality of each subcontractor];

We undertake to abide by the Code of Ethical Conduct for Bidders and Providers during
the procurement process and the execution of any resulting contract;

We are not participating, as Bidders, in more than one bid in this bidding process, other
than alternative bids in accordance with the Bidding Document;

We do not have any conflict of interest and have not participated in the preparation of the
original Staement of Requirements for the Procuring and Disposing Entity;

We, our affiliates or subsidiaries, including any subcontractors or Providers for any part
of the contract, have not been suspended by the Public Procurement and Disposal of
Public Assets Authidty in Uganda from participating in public procurement;

The following commissions, gratuities, or fees have been paid or are to be paid with
respect to the bidding process or execution of the Conf{rasert complete nhame of

each Recipient, their fullddress, the reason for which each commission or gratuity was
paid and the amount and currency of each such commission or gratuity. If none has been

paid or is to be paid, indicate fAnone. 0]
Name of Recipient Address Reason Amount &
Currency

(0) We understand that you are not bound to accept the lowest bid or any other bid that you

may receive.

Signed:[signature of person whose name and capacity are slo@hw]

Name:[insert complete name of person signing the bid]

In the capacity ofinsert legal capacity of person signing the bid]

Duly authorised to sign the bid for and on behalfiosert complete name of Bidder]

Dated on day of , ___[insert date of signing]
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CODE OF ETHICAL CONDUCT IN BUSINESS FOR BIDDERS AND
PROVIDERS
(UnderSection 93f the Public Procurement and Disposal of Public Assets2R03)

1. Ethical Principles
Bidders and providers shall at all times

(a) maintain integrity and independence in their profesdiprdgement and conduct;
(b) comply with both the letter and the spirit of
i. the laws of Uganda; and
ii. any contract awarded.
(c) avoid associations with businesses and organisations which are in conflict with this
code.

2. Standards
Bidders and providers shall
(a) strive to provide works, services and supplies of high quality and accept full
responsibility for all worksservices or supplies provided;
(b) comply with the professional standards of their industry or of any professional body of
which they are members.
. Conflict of Interest
Bidders and providers shall not accept contracts which would constitute a conflict of
interest with, any prior or current contract with any procuring and disposing entity.
Bidders and providers shall disclose to all concerned parties thofietsasf interest that
cannot reasonably be avoided or escaped.
4. Confidentiality and Accuracy of Information
(1) Information given by bidders and providers in the course of procurement processes or
the performance of contracts shall be true, fair and esiggded to mislead.
(2) Providers shall respect the confidentiality of information received in the course of
performance of a contract and shall not use such information for personal gain.
5. Gifts and Hospitality
Bidders and providers shall not offer giftshmspitality directly or indirectly, to staff of a
procuring and disposing entity that might be viewed by others as having an influence on a
government procurement decision.
Inducements
(1) Bidders and providers shall not offer or give anything of vatuaftuence the action of
a public official in the procurement process or in contract execution.
(2)Bidders and providers shall not ask a public official to do anything which is inconsistent
with the Act, Regulations, Guidelines or the Code of EthicaldQonin Business.
7. Fraudulent Practices
Bidders and providers shall Rot

(@) collude with other businesses and organisations with the intention of depriving a

procuring and disposing entity of the benefits of free and open competition;

(b) enter into business arg@ments that might prevent the effective operation of fair
competition;

(c) engage in deceptive financial practices, such as bribery, double billing or other
improper financial practices;

(d) misrepresent facts in order to influence a procurement process orethiier of a
contract to the detriment of the Procuring and Disposingjtye or utter false
documents;

(e) unlawfully obtain information relating to a procurement process in order to
influence the process or execution of a contract to the detriment dD&eaRd

w

<
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(H withholding information from the PDE during contract execution to the detriment of

the PDE.
I e agreeto comply with the above code of ethical conduct in
business.
AUTHORISED SIGNATORY NAME OF BIDDER/PROVIDER

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by 40
PPDA, March 2014



Part 1: Section 4

Bidding Forms

[This Price Schedule should be signed by a person with the proper authority to sign documents for the
It should be included by the Bidder in its bide Bidder may reproduce this in landscape
format but is responsible for its accurate reproduction].

Bidder.

Name of Bidder:

Price Schedule for Supplies and Related Services

Date:[insert date (as day, month and year) of bid submission]

Procurement Reference Nmsert Procurenent Reference number

[Insert the name of the Bidder]

1 2 3 4 5 6 7 8 9
Iltem No. | Supplies or | Country Percent of | Quanti Unit prices 2 Import Total Price
Related of origin Ugandan | ty (No. | Ex-factory Delivery Duties,
Services origin as a of Ex- and Sales and
% of the ex- | units) | \warehouse | Incidental | Other taxes
factory Costs per unit 2
price !

[insert [insert brief | [insert [if the [insert | [insertthe [insert the | [insert all [insert the
number of | description | country margin of number | unit price of | unit price | import total price
item name of of origin | preference | of units | this item, in | for duties, taxes| for this item,
correspond| Supplies or | of the applies, of this | accordance | delivery in | paid or which
ing to Related item] insert item to | with the accordanc | payable in should
Statement | Services] percentage | be Incoterms e with the | Ugandaon equate to
of of Ugandan | purcha | stated, but | delivery this item] columns5x(6
Requireme origin for sed] excluding all | terms(Inco +7+8]
nts] thisitem and import terms)but

include the duties and | excluding

name and taxes, paid | all import

address of or payable | dutiesand

the in Ugandg taxes, paid

production or payable

facility in

separately Ugandg

below]

Signed:[signature of person wheshname and capacity are shown below]

Name:[insert complete name of person signing the bid]

In the capacity ofinsert legal capacity of person signing the bid]

Duly authorised to sign the bid for and on behalfiosert complete name of Bidder]

Datedon

day of

[insert date of signing]

Y In accordance with margin of preference ITB Clause 35, if applicable
2 In accordance with ITB Clauses 14 and 15
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[This Bid Security should be on the letterhead of the issuing Financial Institution and should be signed
by a person with the proper authority to sign the Bid Security. ItldHmiincluded by the Bidder in
its bid, if so indicated in the BDS].

Bid Security

Date:[insert date (as day, month and year) of bid submission]
Procurement Reference Nfinsert Procurement Reference number]
To: [insert complete name of Procuring aBisposing Entity]

Whereag[insert complete name of Bidde(f her ei nafter fAthe Bidder o
dated[insert date (as day, month and year) of bid submissfon]Procurement Reference
number[insert Procurement Reference numb#@si the supplyof [insert brief description of

the Supplies and Related Serviceslher ei nafter call ed fithe bid

KNOW ALL PEOPLE by these presents that \iiisert complete name of institution issuing

the Bid Security] of [insert city of domicile and country of natiditg] having our registered

office at[insert full address of the issuing institutioh)lh er ei naf t er fAt he Guar
unto[insert complete name of the Procuring and Disposing Entitfj e r ei naf t er At he
and Disposi ng & specifyiywo)ds dandafigures the asnaumt and currency of

the bid securityfor which payment well and truly to be made to the aforementioned Procuring

and Disposing Entity, the Guarantor binds itself, its successors or assignees by these presents.
Seaéd with the Common Seal of this Guarantor {imsert day in numbersfay of [insert

month], [insert year]

THE CONDITIONS of this obligation are the following:
1. If the Bidder withdraws its bid during the period of bid validity specified by the Bidder
in the Bid Submission Sheet, except as provided in ITBGahse 2.2; or
2. If the Bidder, having been notified of the acceptance of its bid by the Procuring and
Disposing Entity, during the period of bid validity, fails or refuses to:
(@  sign the Contraah accordance with ITB Clausedor
(b)  furnish the Performance Security, in accordance with the ITB Clause 44; or
(c) accept the correction of its bid by the Procuring Entity, pursuant to ITB Clause
31,
We undertake to pay the Procuring and Disposing Entity upe above amount upon receipt
of its first written demand, without the Procuring and Disposing Entity having to substantiate
its demand, provided that in its demand the Procuring and Disposing Entity states that the
amount claimed by it is due to it, avg to the occurrence of one or more of the above
conditions, specifying the occurred conditions.

This security shall remain in force up to and includimgert date month and yeaas per ITB
Clause 21.Band any demand in respect thereof should beveddy the Guarantor no later
than the above date.

This guarantee is subject to the Uniform Rules for Demand Guarantees, ICC Publication No.
758

Signed;[insert signature of person whose name and capacity are shown below]

Name:[insert complete name okpson signing th&ecurity] In the capacity ofinsert legal
capacity of person signing the Securitiy]ly authorised to sign the Security for and on behalf
of: [insert complete name of the Financial Institution]

Dated on day of : insert date of signing
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[ Use Bidder 6s
[Name of Bidder]
[Physical Address of Bidder]

Bid-Securing Declaration

Date:[insert date (as day, month and year)]
Subject of pocuremenandReferenceNo.: [insert Procurement Referenceulhber ofidding
process]

To: [insert complete name &frocuring and Disposing Entity

I/We, the undersigned, declare that:

1. I/We understand that, according to your conditions, bids must be supported by a Bid
Securing Declaration.

2. I/We accept thatve will automatically be suspendéat three years by the Authorifyom
being eligible for bidding in any contract with ti&overnment of Ugandaf we are in
breach of our obligation(s) under the bid conditions, because we:

(@) havewithdrawn ourbid duringthe period of bid validity specified hysin the Bid
Submission Sheetr

(b) having been notified of the acceptanceoof bid by theProcuring and Disposing
Entity during the period of bid validitfail or refuse tqi) sign the contrac(ii) fail
or refuse to furnish the Performance Secuntgaccordance with ITB Clause 43; o
(ii) fail or refuse toaccept the correction obur bid by the Procuringand
DisposingEntity, pursuant to ITB Clause 31;

3. I/We understand this Bid Securing Declaration Isba@ase to be valid if I/we are not the
successful Bidder, upon the earlier of (i) the expiry of the notice of best evaluated bidder or
(i) upontheexpiration of the validity of my/our bidn the[insert bid validity date]

Signed:[insert signature ofperson whose name and capacity are sholunthe capacity of
[insert legal capacity of person signing the Bid Securing Declaration]

Name:[insert complete name of person signing the Bid Securing Declaration]

Duly authorized to sign the biskecuring delarationfor and on behalf offinsert complete
name of Bidder]

Dated on day of , ___[insert date of signing]

Corporate Seal (where appropriate)
*Please delete as appropriate

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by 43
PPDA, March 2014

L e



Part 1. Section4  Bidding Forms

[This authorisation should be on the lethead of the Manufacturer and should be signed by a person
with the proper authority to sign such aathorisation. It should be included by the Bidder in its bid,
if so indicated in the BDS].

Manufacturer s Aut hc

Date:[insert date (as day, nmh and year) of bid submission]
Procurement Reference Nfinsert Procurement Reference Number]
To: [insert complete name of Procuring and Disposing Entity]

WHEREAS [insert complete name of Manufacturenvho are official manufacturers of
[insert type of supplies manufactured]having factories at[insert full address of
Manufacturer] do hereby authoris@insert complete name of Biddetd submit a bid in
relation to the Bidding Document indicated above, the purpose of which is to provide the
following Supplies, manufactured by [issert name or brief description of the Suppliesid

to subsequently negotiate and sign the Contract.

We hereby extend our full guarantee and warranty in accordance with Clausfett2e
General Conditions of Contract, witespect to the Supplies offered by the above firm in reply
to the Invitation for Bids.

Signed:[signature of person whose name and capacity are shown below]
Name: [ i nser t compl et e name of p eAuthonigations i gni n

Inthe capacityf[ i nsert | egal capacity of person sign

Duly authorised to sign the Manuf ajmsettr er 6s
complete name of Manufacturer]

Dated on day of , ___[insert date of signing]
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Section 5 Eligible Countries

Procurement Reference NumberEC/SUPLS/20B-2020/00829

All countries are eligible except countries subject to the following provisions.
A country shall not be eligible if:

(@) as a matter of la or official regulation, the Government of Uganda prohibits
commercial relations with that country, provided that the Government of Uganda is
satisfied that such exclusion does not preclude effective competition for the provision
of supplies or related sgces required; or

(b) by an act of compliance with a decision of the United Nations Security Council taken
under Chapter VIl of the Charter of the United Nations, the Government of Uganda
prohibits any import of Supplies from that country or any paymémtpersons or
entities in that country.
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1. List of Supplies and Réated Services

Procurement Reference NumberEC/SUPLS/19-20/00829
1.0 Background

The Electoral Commission has successfully deployed an Elections Results Transmission and
Dissemination SystemERTDS) in the last 2 General Elections of 2011 and 2016. The
ERTDS is always installed at the Electoral Commission Headquarters and in each District at
the District Tally CenterlTC). The system is used for tallying, tabulation and transmitting of
election results to the National Tally CentsiTC) for final consoliction and declaration.

This tender is comprised of the following lots, a bidder shall only be allowed/awarded not
more than one lot.

LOT1: Supply & Installation of Video Wall and Display Screens for
National Tally Center (NTC) and District Tally Center (DTC)

Item No. Brief Description Quantity Unit of
of Supplies and Related Services Measure
1 LED Display Screen 1 Unit
2 750 Touch Display Sc 2 Units
3 550 Display Screens 150 Units
4 Video Wall Controller 1 Units
5 Trolley/Standd or t he 550 Di 150 Units
6 Training 1 Training
7 Installation and Support Services 1 Labour

LOT2: Supply and Installation of Cybersecurity Solution for the ERTDS

Network.
ltem No. Brief Description Quantity Unit of
of Supplies and Related Seliges Measure
1. Privileged Identity Management Solution 1 System
2. Cyber AFEnterprise Immune System wi 1 System
Autonomous Response
3. Training 1 Training
4 Installation and Support Services 1 Labour

LOT3: Supply and Installation of Election Results Visualization (ERVS)
Software for the National Tally Center
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Item No. Brief Description Quantity Unit of
of Supplies and Related Services Measure
1. Web-based Election Results Visualizati 1 System
SoftwareERVS) for theNational Tally Center
2. Training 1 Training
3. Installation, configurations and  Suppq 1 Labour
Services

LOT4: Supply and Installation of Data Communication/ Connectivity for
the District Tally Centers, National Tally Center, DisasterRecovery Site and

EC Data Center.

Lot 4 is further sukdivided intoLot4A andLot4B. A Service provider can
guote or propose fdyoth Lots but can only be awarded either Lot4A or Lot4B

but not both.
Lot 4A: Primary Data Connections

Item No. Brief Description Quantity Unit of
of Supplies and Related Services Measure
1. Internet /Data Connection + Equipment 135 Connectiong
2. Fibre Connections (DRS, HQ, NTC) 3 Connections
3. Routers for all the sites 4 Pcs
4. Installation and Support Services 1 Senice(s)
5. Any other Services required to implement t 1 Service(s)
solution ( Include equipment for leasing if any
LOT 4B: Backup Data Connections
ltem No. Brief Description Quantity Unit of
of Supplies and Related Services Measure
1. Internet/Data Connection + Equipment 135 Connectiong
2. Fibre Connections (DRS, HQ, NTC) 3 Connections
3. Routers for all the sites 4 Pcs
4. Installation and Support Services 1 Service(s)
5. Any other Services required to implement t 1 Service(s)
solution ( Include egjpment for leasing if any)

LOTS5 : Supply of and Implementation of Election Results Transmission
and Dissemination System (ERTDS) and Equipment
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Item Brief Description Quantity Unit of
No. of Supplies and Related Services Measure
1 ERTDS Software
11 CustomizedERTDS Software with unlimited 1 Software
Perpetual Licenses.
12 Third Party Software Licenses Bidder to | Software
Quantify | Licenses
(Databases, Operating Systems and any ¢
Software required for the Solution
2 District Tally Center Equipment
2.1 | High End LaptopsDistrict Tally Servers) 150 Pcs
2.2 | Laptops Tally Stations) 600 Pcs
2.3 | Server For Kampala District) 1 Pcs
2.4 | Document Scanners 150 Pcs
2.5| Layer 2LAN Switches 150 PCs
Patch Cable (Cat6) 800 PCS
2.6 | Switch toclient 3MT 650 Pcs (Green Color)
Switch to Server 10M 150 Pcs (Red Color)
2.7 | Portable External Drives(For Offline backup) 150 Pcs
2.8 | Portable Barcode Scanners 150 Pcs
2.9 | LAN Setup (For Kampala District) 1 LAN
3 Data Center, Disaster Receery Site
' and National Tally Center
2 x Database Servers
2 X Reports Servers
2 x Application Server
2 X Web Servers
2 X NTC Approval Management Servers
1 x Emergency Server
3.2 | Layer 3 Network Switches 6 Units
4. National Tally Center Equipment
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Item Brief Description Quantity Unit of
No. of Supplies and Related Services Measure
4.1 | Laptops NTC Verification Stations) 200 pcs
4.2 | Setting up Local Area Network ( 250 Netwd 1 Network
Point)
4.3 | Laptops for Approval atthe NTC 2 PCS
Training
Project Management and Implementation
Warrant andsupport Services 03 Years

(With at least 02 site visits)

The attached commodity specific conditions will form an integral part of any resulting

contract.
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2. Delivery and Completion Schedule
Procurement Reference NumberEC/SUPLS/19-20/00829

The delivey or completion period shall commence from the date of consigoature and

effectivenessRefer to the Incoterm in tH@CC26for the interpretation of the delivery period.

ltem Brief Description Delivery/ Delivery
number of Supplies or Related Services Completion Point/
Period Site
(days/wks/mths|
Lot 1: Supply & Installation of Video Wall and Display 12 Weeks EC
Screens for National Tally Center(NTC) and Distri Stores/NTC
Tally Centers(DTC)
Lot 2: Supply and Installation of Cybersecurity Sada for 12 Weeks | EC Stores
ERTDS Network.
Lot 3: Supply and Installation of Election Results 16 Weeks | EC Stores
Visualization Software (ERVS) for the National Tal
Center.
Lot 4: Supply and Installation of Data Communication/ 16 Weeks | EC Stores

Internet Connectivity fothe District Tally Centers,
National Tally Center , Disaster Recovery Site and
EC Data Center

Lot 5: Supply of and Implementation Election Results 16 Weeks EC Stores
Transmission and Dissemination Syst&fR{DS)
for the 2020/2021 General Elections.

*Note that installations at NTC will only happen around December 2020 and January
2021 towards the election day. Support will run up to end of all the election rounds.
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3. Specification and Compliance Sheet
Procurement Reference NumberEC/SUPLS/19-20/00829

Column b states the minimum technical specification of the item(s) required by the Procuring
and Disposing Entity.

The Bidder is to complete column ¢ with the technical specification of the item(s) offered and
to state 0coampdIlyyd oan di npitve d-edmpliances of t he a

Column d provides the technical literature of the specification offered.

The bidder should provide technical details to support the specification
compliance in column d. Product data sheets showwd é provided.

LOT 1. Supply & Installation of Video Wall and Display Screens for
National Tally Center (NTC) and District Tally Center (DTC)

Item | Technical Specification required| Compliance | Technica
No. | including applicable standards of I
specification | literatur
offered e on
specifica
tion
offered
in
column ¢
a b C d

1 | LED Display Screen

1.1| Screen Size4.8 X 3.24 m

1.2 | Resolution: 1200 X 810

1.3 | Diode Type: Surface Mount Device (SMD)

1.4| Type :LED

1.5 Input Power Range:100~240 VAC, 50/8 Hz

1.6 | Brightness (Peak/Max):1,200 nit / 600 nit

1.7 | Contrast Ratio (Peak/Max): 4,000:1

1.8 | Refresh rate: 3,840 Hz

1.9 | Viewing Angle: 160°

1.10| Pixel Pitch: 4mm Maximum

1.11| Service :Front serviceable

1.12| Video Rate:50/60Hz

1.13 | Bit Depth: 16bit per Color

1.14| Dimensions (mm, LxHxD, per cabinet):960x540x79.5 mm

1.14| S-Box: SBB-SNOWRAF

2 |750 Touch Display Screens

2.1| Screen Size7 5 0

2.2 | Resolution: 3840*2160 (4K UHD)

2.3 | Brightness(Typ.): 300 (w/o Touch Glagsit
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2.4

Contrast Ratio: Mega

2.5

Viewing Angle(H/V): 178/178

2.6

Response Time(&o-G): 8ms(Typ.)

2.7

Type : IR (Infra-Red)

2.8

Touch Pen Type:Passive Pen

2.9

Touch Response7ms

2.10

Number of Drawing: 4 drawing (SoC), 10 drawindekternal
Windows PC)

2.11

Display Colors: 16.7M(True Display) 1.07B(Ditherd 10bit)

2.12

Operation Hour: 16/7

2.13

Haze:0.25

2.14

Video: HDMI Rearl, HDMI Rear2 (ver 2.0), HDMI Front3 (ver 1.4)
DVI-D

2.15

Touch Out : Touch Out 1 (Rear), TobdOut 2 (Front)

2.16

USB :USB 1, 2 (Rear), USB 3 (Front), PC USB (Front)

2.17

Display Port 1.2:1

2.18

Audio : Stereo mini Jack, DVI, HDMI

2.19

External Control: RS232C(in/out) thru stereo jack, RJ45-Mi

2.20

Power Supply: AC 100~240V 5060Hz

2.21

On mode (W): 220(Max), 157(Typical), 200(Rating)

2.22

Special Features:
Super Clear Coating, Temperature Sensor, Clock Battery(168hrs ¢
Keeping), Built in Speaker(10W x 2), WiFi Module Embedded

2.23

Additional Ports: For direct feed media houses

550 Display Screens

3.1

Screen Size55

3.2

Resolution: 3840*2160 (4K UHD)

3.3

Pixel Pitch(mm): 0.105 x 0.315

3.4

Active Display Area(mm): 1209.6(H) x 680.4(V)

3.5

Brightness(Typ.): 500 nit

3.6

Contrast Ratio: 166.66/361111111

3.7

Viewing Angle(H/V): 178/178

3.8

Response Time(&o-G): 8ms(Typ.)

3.9

Display Colors: 16.7M(True Display) 1.07B(Ditherd 10bit)

3.10

Color Gamut: 92% (DCHP3, CIE 1976)

3.11

Operation Hour: 24/7

3.12

Haze:0.25

3.13

HDMI 2 .0: Yes- 2 ports

3.14

USB 2.0:Yes- 2 ports

3.15

RGB: DVI-D

3.16

Display Port1.2: 1

3.17

Audio : Stereo mini Jack, DVI, HDMI
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3.18| External Control: RS232C(in/out) thru stereo jack, RJ45

3.19| Power Supply. AC 100- 240 V~ (++ 10 %), 5060 Hz

3.20| Power Consumption (Sleep Mode)0.5

3.21| Special Features:

H/W: Temperature Sensor, Pivot Display, Clock Battery(168hrs CI
Keeping), Built in Speaker(10W 2ch), Video Wall Daisy
Chain(HDCP2.2:4EA, HDCP1.4:7EA), IP5x, Wi/BT S/W: Auto
Source Switching & Recovery, LFD Home Ul, Button Lock, Hot ke
option, Plug&Play (Initial Setting)

3.21| Additional Ports: For direct feed to media houses

4 | Video Wall Controller

4.1 | Processo: Intel CPU , 4 Cores

4.2 | Hard drive: 240GB SSD

4.3 | Memory: 16GB

4.4 | Power Supply: 650W

4.5 | Operating System:Windows 10 IoT Enterprise LTSB.

4.6 | Including Keyboard & Mouse

I/O Configuration:

- 6 HDMI Outputs HD

-4 HDMI 1.4

Inputs(*1), Up to (2x)

3840x21®@60Hzor

(4x) 3840x2160@30HBDr

(4x) 1920x1080@60HZz/30 HZ (including mini

1 144,615,200 144,615,200 HDMI to HDMI adapters)

VuWall2 PRO Software package with UNLIMITED users license
-Options included:

- Unlimited Network Capture

- IP Decoding: Up to (2x) 3840x2160@60Hz or (4x)
3840x2160@30Hpr

(8x) 1920x1080@60H®Dr (16x)1920x1080@30H»r

(60x) D1 or

any mix thereof without exceeding limits

- Total of (3) THREE years software

maintenance contract included

*1: Baseband inputs Sharing resources with IP Decoding/Encodin
*When using Adapters, ACTIVE Adapteese required for  each
Outputs

4.4 | 4K HDMI cable 20m

4.5 | VGA+audio to HDMI cable 20m

4.6 | Additional Ports: For direct feed to media houses

5 [Customized Trolley/ Stand for
(with all accessories/Components) x 150

5.1 | Max Load : 50kg

5.2 | VESA® and nonVesa fixings (landscape)up to 800 x 600mm
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5.3

VESA® and nonVesa fixings (portrait): up to 800 x 400mm

5.4

Colour : Black

5.5

Dimensions (with castors)W: 1120mmH: 1940mmD: 782mm

Services

6.1

Installation:

1. The bidder shall be required to install the Video wall on eith
a wall or as independent mount at the National Tally Cente
The bidder shall include the cost of all installation
materials/accessories

2. The Bidder shall/l b eplay Scrgans at
the National Tally Center.

3. The bidders shall be required to uninstall and pack all the Vv
equipment and screens after elections at NTC for safe cust

4. The bidder will also be required to-irstall some of the
equipment at the EC HQRT8r continuous use. All
accessories for fimstallation must be provided.

5. The bidder will be required to configure and integrate the
proposed solution with the Elections Results Management
System for Election Results Viewing at the National Tally
Center.

6. The bidder shall install
before dispatch to the Districts ( The Commission shall be
responsible for the transportation of the Screen to the Distr

6.2

Training:
1. The bidder shall be required to provide technigedrational
training to 5 EC staff.
2. The bidder shall provide 02 technical trainers during the
National training of District Tally Officers to train the District
TOT staff on how to use the screens.

6.3

Warranty and Support:
1. All equipment and Software shld be delivered with warranty
for a period of 3 Yrs.
2. The bidder shall be required to provide technical backup
support to EC during the Elections period.
3. The bidder shall provide at least 02 technical personnel for
support at NTC and remote support & BirCs.

7.0

Bidders Requirements

7.1

The bidder must be a locally registered company.

7.2

The bidder must provide a Valid Manufacturer Authorization Le
(MAF) from the OEM. Letters from distributors will not be accepte(

7.3

Bidder must haveexperience in delivery of supplies/services
government institutions. Reference of at least two site sha

required.
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LOT2: Supply and Installation of Cybersecurity Solution for the ERTDS Network.

Introduction

Privileged Identity Management Solorti

Rise in breaches because of privilege abuse is apparent in today's environment. With the
changing landscape of users, servers & applications, there has been a shift in infrastructure
with more dependence on virtualization and cloud platforms. Remots ase constantly
growing, so are the complexities of managing user requirements and pace of technology
adoption thereby posing a challenge for security teams to build adaptive protection strategies.

It is in this context, EC would like to acquire a Pieged Identity Management solution which

is agile and offers productivity based SSO for access management, password automation for
eliminating credential sharing, privileged task management for reducing excessive privilege
delegation and granular accesstcol with server privilege management capabilities for
controlling access privileges. The solution should be bundled with deep integrations with
MFA tools, Virtualization & Cloud platforms, Ticketing solutions and other Cyber Security
Solutions already mt al | ed and operational within ECOGS

Cyber Al Solution

Electoral Commission requires a Cyber Security Platform with-lsathing Artificial
Intelligence (Al) to protect, detect and fight against threats to its ICT landstapalitime.

This includes insider threats, industrial espionage, malware, data loss, supply chain risk and
long-term infrastructure vulnerabilities. The application of Machine Learning and Artificial
Intelligence to the cyber defense challenge has maakiohdamental shift in the ability to
protect critical data systems and digital infrastructures. A Cyber Security Platfo@yler-
Defensebased on Machine Learning and Atrtificial Intelligence offers the possibility to keep
pace with an eveevolving theat landscape.

The envisaged solution would allow the EC to have visibility of all suspicious activities, cyber
threats and vulnerabilities on its entire ICT environment including ERTDS and offer the
capabilities to remediate them immediately in real @a®¢hey occur.

Below are the technical requirements

Item | Technical Specification required| Compliance of| Technical literature
No. including applicable standards specification on specification
offered offered in column c
a b c d

Privileged Identity Management
Solution

PIM

1 General Requirements

1.1| System Reliability & High Availability:
Proposed solution should not rely on third p4
components for database & instead sup
embedded database

1.2 | Proposed solution should support mod
HTML -5 browsers
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1.3

Solution administration should be centraliZ
over a wekbased interface without any thig
clients using direct database connectivity

14

Solution should support Jump Server bal
architecture or secure components for tunne
of privileged sessions and must not leverage
insecure / external Linux Jump Box

15

Solution must provide actionable insights
analytics about privileged users

1.6

The Solution Pr opos¢g
based on the Number of Devices available tg
integrated with the PIM Solution but shod
offer Unlimited Onboarding of any number
Devices with an IP Address

1.7

The Solution Propose
based on the Concurrent Sessions they can
with different ICT Infrastructure devise but
should offer unlimited Concurrent Connectig
without having any impact on the Liceng
procured or the commercial value of the Solut

1.8

The Solution Proposed should include 20
User Named Licenses from day of the
Deployment

1.9

The manmfacturer of the Solution should al
provide the Database Required for t
implementation and as part of the Commer
Proposal

1.10

The Solution Proposed should be operating
Active / Standby environment where the Act
Instance is installed in @ and the Standb
Instance is installed in DR Site.

1.11

The Solution proposed should have 3 Years
Support both from the Bidder and Manufactu
from Day-1 of the Deployment

Security & Architecture

2.1

Solution must be built on secure architee
supporting sethardening for securing vault

2.2

Solution should not rely on external RDBMS f{
securing vault information. Solution muy
support inbuilt embedded database for enhan
security, reliability & scalability.

2.3

Solution should gpport inbuilt high availability
without using third party components

2.4

Vault must be secured and hardened with
allowing DBA or PAM administrators to tamp
with the system or password data.

2.5

Solution must be capable of enabli
configurable encryption key where in ke

ownership will reside with the organization
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not with the OEM

2.6

Solution must support minimal hardwdg
requirements for deployment & ensU
scalability without increasing TCO

Automated Asset & Account Discovery &
Provisioning

3.1

Solution allows to discover asset data fr
Microsoft  Active Directory with  autd
onboarding in PAM solution

3.2

The solution supports discovery of Windo
Server, Desktops & Laptops including depend
services, IIS Pools, Schedule kasand allows
auto onboarding & password management

3.3

Solution allows administrators to automaticq
sync asset data with dynamic virtualiz
infrastructure & guest machines.

3.4

The solutions allow discovery of privilege
accounts in Windows ®eer, Desktops, Laptop
including Services accounts, IS Poqg
scheduled tasks and enforce password policy

3.5

Solution allows dynamic discovery ai
automatic onboard of clodohased infrastructur
including Amazon Web Services and Micros
Azure

3.6

Solution allows provisioning of local privilegg
accounts for platforms including Window
Unix, SQL & Oracle Database and Micros
Active Directory

Privileged Access & Session Management
Collaboration

4.1

Solution supports crogdatform acess (using
any OS or browser) for operating syste
databases, hypervisors, web applications, ¢
management consoles and network devi
Solution allows access privileged sessi
without agents using any HTM& compliant
web browser.

4.2

Solution should not reply on Activ&X/Java
components, third party licensed components
accessing target devices

4.3

Solution support wide variety protocols &
clients for initiating privileged sessiof
including Unix, Linux, Windows RDP, we
based applideoons, network device, databass
hypervisors and virtualization managem
utilities.

4.4

Solution provides tabbed browsing client
advanced system administration operations

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by

PPDA, March 2014

58




Part 2: Section 6

Statement of Requirements

4.5

Solution must support inbuilt proxy fq
supporting secure sessionanagement acros
distributed environments. This functional
should not rely on native insecure tunneling
unix /linux OS or freeware utilities.

4.6

Solution should support session isolat
between potential malicious desktops and ta|
server usig hardened jump server

4.7

Solution must allow restrictive, controlled a
secure sharing & collaboration of privileg
session to support teams working across mulf
locations

4.8

Solution allows secure access to target dev
with and withoutvPN

4.9

Solution supports multiple connection to sa
server using different privileges

4.10

Solution must allow to access target syst
using SSH Keys without revealing private key

411

Solution supports login to AWS Managemé
Console transpantly using AWS STS

4.12

Solution supports video like playback in a w
browser with ability search any metadata.

4.13

Session recordings must be tamper proof
encrypted

4.14

Solution must provide toolkit to develd
connectors for integrating nonsupported
application

4.15

Solution support web based interface
transferring files using ftp/sftp from us
machine to target server and server to server

4.16

Solution provides deep & granular visibility in
privileged account activities Wi logging &
video playback capabilities of privileged accol
activities

4.17

Solution provides session logs with correla
meta data that are linked to commands
textual information for easy reviewing

Password & SSH Key Management

5.1

Soluion support password changes for variety
platforms including Operating System (Windo
& Unix), Databases, Routers, Switchg
Firewalls, Storage Devices, Cloud Portals
Hypervisors)

5.2

Solution should support customizable passw
change option tootate passwords for non out
the box supported assets

5.3

Solution  should support storage &

management of SSH Keys
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5.4

Solution should support automatic rotation
SSH keys

5.5

Solution allows to manage and rotate acces
security keysdr AWS IAM users

5.6

Solution can reset or change passwords
individual accounts oxdemand or based @
automated schedule and criteria.

5.7

Solution can verify password status periodica
for a group of accounts and reset passwi
automaticallyfor unverified accounts

5.8

Solution can reconcile password @ stal
periodically based on a schedule and provide
of outof-sync passwords

5.9

Solution should allow to set randomiz
password based on multiple option includ
dictionary character length, complexity

5.10

Solution should allow password checkout fo
specified period of time

5.11

Solution should control multiple peop
checking out same password in same duratio

5.12

Solution  uses  mulihreaded  passwor
management for fer sync of password chan
jobs.

5.13

Solution provide break glass functionality
retreive password securely from a Satellite val

Server Privilege Management

6.1

Solution enable administrators to login w
normal accounts to PAM Consa@d perform 3
transparent login with privileged accounts
control administrator triggered applicati
execution by enforcing simple applicati
control policies applied from a user context

6.2

Solution allows enforcement of least privile
policies by controlling commands executid
profiles by users on Unix based machines

6.3

Solution allows enforcement of least privile
policies by controlling application executid
profiles based on user logon on windebased
machines

6.4

Solution allows usersgo logon to Windows
Server with normal accounts and elev
privileges based on papproved policies

6.5

Solution allows implementation of addition
security control for reauthorization Of
administrators to highly critical applicatid
usage

6.6

Sd uti on shoul d cont
commands based on user policies & Man

SUDO with ease and full proof audit capabiliti

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by

PPDA, March 2014

6C




Part 2: Section 6

Statement of Requirements

6.7

Solution restrict Commands based on a |
profile and capture complete video 4
command logs for review and audit purpdse

6.8

Solution allows provisioning of unix & linu
local users accounts without manual intervent

Privileged Task Management

7.1

Solution provide automatic execution al
management of privileged tasks w
prepackaged commands for easy aut@maof
routine backup jobs, routine file movemsgd
activities, service execution based on applical
job schedules, data gathering from multi
systems, configuration checks & configurati
change based on SSH, telnet and PowerS
interfaces.

7.2

Sdution allows users to publish prepackag
tasks and also delegate to other team mem
without any session login.

7.3

Solution captures complete log of execut
activities for later review.

Monitoring, Analytics & Reporting

8.1

Solution alows monitoring reatime viewing of
privileged session of users form centralized
console

8.2

Solution should support notifications f
abnormal user behavior activities like lo
session duration, outside work hour access et

8.3

Solution shold track abnormal and suspicio
user activity and provide notifications

8.4

Solution provides out of the box reports g
customized reports for Account Inventory, U
Inventory, Asset Inventory, Syste
Performance, Password Activity etc.

8.5

Soluion support exporting reports in standg
formats including doc,pdf,xIs,csv

8.6

Solution provides report for administrati
changes carried out by administrators

8.7

Solution provides mechanism for distribution
reports by email

Administratio n, Management, Encryption &
Solution Security

9.1

Access: Solution should support solutig
administration from any HTML5 compliar
browser without installing any utilities or agen

9.2

Administration:  Solution should suppo
defining flexible attibute based rules fq
configuring user & account groups

9.3

Encryption: The solution should provid
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include AES encryption, a FIPS 1£20software
encryption module, support for Hardwg
Security Modules (HSMs)

9.4 Multifactor Authentication (MFA):  Solution
should support integrated Multifactor includi
soft token via SMS, Email, time tokens \
mobile application or mobile push authenticati

9.5 Multifactor Authentication (MFA): Solution
should support multi factor authenticated bal
on Radiusand out of box integration wit
leading MFA providers.

9.6 | Workflow: Solution should support approv
workflow with complete audit capabilities
notification support via email supportin
multiple levels and multiple approvers at ed
level.

9.7 | Workflow: Workflow should be configurabl
based on context and attributes based on re(
for transparent access or password chec
request.

9.8 | Solution should support workflow managem¢
over mobile application interface

9.9 | Collaboration: Soluion proposed should ava
IT Staff of EC to initiate a secure collaborati
session with 8 party Vendors outside EC fro
the System itself without using any extern&l
party tools like (TV, Webex) so as to ensure
the access to the system is conglietontrolled,
recorded and it should be purely session ba
3 party vendors logging into the session shd
be having the same privileges like IT Staff W
initiated the session

10 Integrations

10.1| Active Directory: Solution should suppo
queying LDAP for nested global group
multiple forests, and geographical locatig
Provide a list of active directory supported

10.2| SIEM System: Solution should suppo
Integration with SIEM Systems, Please list
the SIEM Solutions supported

CAIP | CYBER Al PLATFORM WITH APPLIANCE

General Requirements

1 It must use several algorithms of artific
intelligence as well as several techniques
machine learning, containing at least: dg
learning, supervised machine learning 3
unsupervised méine learning

2 After the initial learning period, the technolo
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must automatically provide a complete audit t
of all devices in the environment, gserting at
least the device type, hosthname, mac address
first and last time the device waseseon the
network

a. it must provide full network visibility
including traditional and netraditional IT

After the initial learning period, the technolo
must automatically provide a complete audit t
of all subnets found in the network

It must be a selfearning platform and have &
adaptive approach, that uses proven artifi
intelligence to learn about the environment
which it finds itself, and detect and respond
deviations from normal activity.

a. the network's baselimaust be adaptive an
dynamic enough to suit any changes in
environment's behaviour

b. it should operate completely based
behaviour, where technologies that make us
rules and/or signatures will not be allowed

It must be able to take Bmnomous action tg
contain inprogress threats, giving the secur
team time to investigate and remediate
needed. The autonomous response must:

a. rely on an understanding of normal actiy
and be able to surgically interrupt the unug
activity only

10

b. take proportionate action in real timdérom
connectiorspecific interruptions through to fu
device quarantines either directly or
integrations with firewalls and/or Netwo
Access Controls

11

c. this action should not rely on agento
perform its response

12

c. this should not require the appliance to sit
line but rather remain passive in the network

13

It must be based on behaviour analysis, bg
able to highlight at least:

14

a. all unusual connectivity in the metirk

15

b. all unusual activities on the network

16

c. be able to do a detailed tracking of the deV
indicating even its history of IPs, if it is in
DHCP scope

17

d. be able to do a detailed tracking of the U
indicating even all the hostmees associated to
certain credential

18

e. be able to identify a significantly unust
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volume of connections

19

f. identify the level of rarity of a device on tf
network as well as the rarity level of an exter|
site access

20

It must be abldo automatically alert you to a
unusual and abnormal activities on the netwo

21

It must provide simple and fast filters in order
enable the analysis of violations by at le
Users, Devices, and type of violation.

22

It should have an omwseach search bar thg
makes it possible to search immediately fo
device, IP, subnet, or network host

23

It must have a user interface where it can
possible to consult the complete System st
including at least:

24

a. the software version, usetisk space, CPU
consumption and memory consumption

25

b. the detailing of all active interfaces al
respective traffic received through each of the

26

c. the total bandwidth currently processed,
average bandwidth processed to date,
bandwidh recorded in the last 7 days and
previous weeks

27

d. a detailed analysis of all the traffic received
the device as well as the last time the m
protocols were seen, among them, HT]
HTTPS, FTP, LDAP, SMTP, SSH, SMB, SSO
POP3, NTLM, IMAP, Keberos, among others

28

It should not need to share data with a glg
security cloud to get its security intelligence

29

It must be able to identify new and unkno
attack behaviours without making use
signatures or rules

30

It must be able toidentify any anomalou
behaviour in the environment and highlight thg
behaviours in real time

31

It must be able to identify any new devi
inserted in the network

32

It must be able to automatically group devi(
into groups and clusters by thebehaviour
similarity

33

It must have a user interface for the visualizat
of threats in 3D being able to plot in real tif
the map of any connection made by the inte
devices

34

It must have a feature capable of enab
retrospective analysis f othe incident's logs
returning the connection in seconds, minu

hours or days before a certain anomaly had
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identified

35

It should provide an instant overview of what
happening in the organization globally

36

It should visually represerdll network activity
and connections between all machines and U
(internally and externally)

37

It should be based on probabilistic mathemat
methods, analysing and correlating more t
350 distinct dimensions within the package:

38

a. creatng unigue modelling techniques for e3
user and device, as well as for the relati
between them

39

It must be able to group the anomal
intelligently and by level of criticality

40

It must be able to do a packet capture in
time permitting athorough analysis of th
incident at the time of the occurrence

41

a. It must offer the option of analysing t
package in both wireshark and inside its @
user interface by itself

42

It must enable the customization and adapta
of the machine darning to specific condition
and characteristics of the network

43

It must have LDAP integration

44

It must allow the advanced customization of
technology, allowing to consider multiple da
parameters when checking a certain behavi
among he parameters it should be possible t
least have the following options: Connectio
external connections, internal connections, (
transfer, external data transfer, internal S
connections, closeport connections|
broadcasts, connected devices,taddransfer
(client), data transfer (server), among ot
relevant metrics.

45

It must allow to import of external whitelists a
blacklists

46

The Proposed Solution Should Cover
minimum of 1000 Devices across HQ 4
different Branches of EC and minimum of
3000 Devices coverage for a period of 90 day|

47

The Proposed Solution should come with
minimum subscription/support period of
months from Dayl of Deployment.

48

The Solution Proposed should have 3 Ye
Manufactur er 0 sthe wardwarg
Appliance supplied.
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49

If EC Desires, the bidder should deliver a Freg
Charge Proof of Concept of the soluti
proposed with hardware and software -(
installed and conf i gl

External Integrations and Report

It should enable the automatic creation
executive reports covering at least one overv
of:

a. the entire deployment summary indicating
total number of devices, total number of subr
and processed media bandwidth

b. a summary of breach@er attack phase

c. a devices breach summary

d. a TOP devices summary breaching h
priority conditions

e. a summary of the most frequent breache
main compliance items such as misuse of: U
google drive, outbound RDP, external S(
among others

f. a TOP devices summary that most breag
the compliance conditions generating risk to
organization

It must have a Dynamic Threat Dashboard fq
simplified overview of reatime threats that i
simple and intuitive and thahables at least:

a. an immediate understanding of breaches
a description of what that breaches means

10

b. a recommendation for the action that could
taken

11

c. a filtering for breaches more critical as well
for devices more critical

12

d. a complete breach detailing with device d
history, tags, connections, logs, and dey
history

13

e. a possibility of opening a more detailed 4
detailed investigation of the logs a
connections with the topology plotted in 3D

14

The system must be OPEN API, supporti
integrations with other security elements at Iq
in the following formats:

15

a. CEF, LEEF, JSON, SYSLOG, TAXII, amor
others

16

The technology must have its own mobile &
available in both Google Play StoredaApple
Store in order to enable remote managemer
incidents

17

The proposed Solution should have-bult

Analyst Feature with Al and ML Capabilitig
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and should minimum deliver the following:

i. A high-level Summary of the incident
and associated ModBreaches

ii. A detailed timeline highlighting relevan{
events related to the incident

iii. Attack phases involved in the incident.

iv. Fully automates threat investigations a
speed and scale that no human ever c(

v. Ability to create a shareable report in
differentsupported formats with all the
stake holders within the organization.

vi. Present a list of related breaches and
alerts and have those connect to other
breach devices

Architecture

1 It must support a complete and scala

architecture through the linsing of additiona

components required to integrate with |1

various digital environments, including -0

premise, cloud and hybrids, if EC wishes

acquire them in the future, supporting at least
1. Amazon AWS SaasS, EC2, IAM, S3,

VPC and LAMBDA

Microsoft Azure

Google GSuite

Office 365

Virtual components (virtual machines)

Scnpts for analysis of local servers (sensors

operating systems)

s wp

2 It must support a distributed architecture w
components working in the MASTEBLAVES
architecture where all ¢a analysis ang
correlation is performed locally and on
metadata is forwarded to the central site
centralized administration so as not to burden
network.

3 It must consume and analyse raw data (
packets) through port mirroring (SPAM)
through the use of a TAP

4 The prosed technology will not be accepted
only uses partial analysis of the packa
making use of sflow, jflow, netflow, amon
others, please explain how your technology
comply to this requirement.

5 The solutionshould be supplied in the form
an Appliance manufactured by the sa
Manufacturer as the software. Manufactu
should provide warranty on the Hardware 4
Software.
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6 Supplied hardware appliance from t
Manufacturer must be capable of handlimgta
5Gbps of throughput

7 A single hardware appliance must be suppor
the analysis of up to 50,000 devices

8 The hardware specified must not exce
standard rack mount 2U size

9 The hardware specified must have at least
following physicalinterfaces:

1x 10/100/1000 BASH to act as ai
administration interface

1x 10/100/1000 BASH to act as a remof
management interface

3x 10/100/1000 BASH to act as copps
interfaces for traffic analysis
2 X 10Gbe/1Gbe SFP+ to act as analysis f
SFP+

10 The hardware specified must have a redun
power supply

Support and Assistance

1 It must have an online portal available for cli¢
access by providing at least:

2 a. two factor authentication

3 b. Prescheduled periodic training sesss,
without additional cost for the client

4 c. a complete library of solution documents,
well as specific fields where the latest prod
updates, release notes, and FAQs can easi
validated

5 d. contain specific feature for the opening
support tickets, which enables fast, sim
opening and case detailing. All ticket upda
must be updated in the system and be forwa
via email and must have a complete call hist
track.

6 e. it must have fields of debate about Cy
Threats and plications of security expert
about current questions.

7 It must provide helpdesk / diagnostic and ren
support for issues
8 Manufacturer should also have a SOC Fac

and should provide Proactive Cyber Assistal
to EC if EC wants to acquiredhservice as pa
of Cyber Security Strategy. Please include
service as part of the Commercial Proposal f
period of 60 Days and EC would choose
Start and End Times of that service offered.

Training Requirements
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1. Bidder to propose a&ining for 2 IT Staff of EC
for each of the proposed solutions at
Authorized Training Center of the Manufactur
The cost of this training should include t
following and to be part of Financial Proposal

1. Course Registration Fees

2. Flight Tickets

3. PerDiem(Includes the Day of

Travels)
4. VISA Charges

Bidders Requirements

1 Bidder should submit Manufactur
Authorization Letters as part of Bid Submissio
2 Bidder should have minimum two resourq
certified on the proposed technology solution;
EC, Please submit Valid I0

Proof/Passport/Work  Permit and  Sign
Resumes of such resources as part of
Submission

3 Bidder should submit detailed Project P
including all the activities of Implementation
part of Bid Submission and the Project P
should include all the milestones f
implementation of the proposed Solution.

4 Bidder should have minimum two references
the proposed solutions. Please sup
PO/Contract Copies as part of Bid Submissiof

Warranty and Support

1. Warranty e Hardware appliances , Softwg
Licenses and Support should be for 3 years
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LOT3: Supply and Installation of Election Results Visualization (ERVS)
Software for the National Tally Center

Item No. | Technical Specification required| Compliance of| Technical literature
including applicable standards specification on specification
offered offered in column ¢
a b C d
1. Web-based Election Results Visualizatiorn

Software (ERVS) for the National Tally
Center

Uganda Map Visualization

The ERVS should & a webbased Software t
provide visualization of 2021 President
Election Results at the National Tally Center
different graphical display.

The system must be user friendly (i.e any U
should be able to navigate and use the syj
without anyprior training.

The system should provide a Uganda interag
map with all the districts indicated on the map

Should Display all district results fq
Presidential elections in the map showing
scores and percentages for each candidatd
each district.

The system should be able to rank the candid
based on scores in each district.

The system should be able to shade the mal
the color of the Political Party for the candid
who has the highest scores (votes) in €
district This should be redime and dynamig
(meaning it should change the color dynamic
based on who has the highest votes in the dis
at any one time).

The system should have togdfettons to allow
selection/Switch to show the results (by Potiti
party color) of a single candidate on the n
depending on the choice of the end user.

The system should be touch screen enabled
should allow click and drag peyp windows.

When a user selects particular district on
map the systa should allow a poepp window
showing piechart of all candidates performan
with percentage scored and part colors

10.

The system allow dragging the pap to any
position on the screens

11.

The system should allow more than one dist

popup windows making results comparis
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easier.

12.

The system should allow zooming and zoom
out of the map.

12.

The System should allow automation of load
of the Election Results from tHeRTDS system
to theERVS.

Graphical and Tabular Hierarchy
Presentations

13.

The system should show both the graph
performance of the candidates at the Disf
level showing the piehart and the individua
scores. The User should be able select or s4
on particular district and the results for ttl
district is displayed.

14.

The system should dynamically show the-f
char and scores at any different administra
hierarchical levels from district, sub county,
the Parish level showing the pbar and
candi datebs scor eshoa
these level. The user should be able
dynamically select or search for results at

one level and the system should automatic
refresh depending on the level selected.

15.

At parish level, the System should show the
chart and the paristesults for each candidat
and tabular results from each of the poll
stations from that Parish indicates scores
each polling station and percentages.

16.

The system should show national le
performance of candidates in forms of bar cha
pie-charts indicating scores and percentages.
system should also show candidates ima
partysymbolsand colors.

17.

The system must be secure, the bidder sh
indicate how this system shall be secured

18.

The Software design should be respoasiv

19.

The system should allow display of the scan
image of the DR form from which the results
the polling stations were captured from.
should be a split screen display which shows
entered results and the scanned DR form for
polling sttion.

Results of other Elections

20

Other than the major results of the Presider
Elections, The ERVS system will be required
display summary results of other elections s
as Directly Elected Members of Parliament §

Women Members of Paament Pel

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by

PPDA, March 2014

71




Part 2: Section 6

Statement of Requirements

Constituency which will be also held on t
same day.

21

After the elections at NTC, the bidder will
required to reconfigure the same environment
the EC Headquarters for continuous acces
the ERVS system.

The environment at the EBeadquarters sha
be virtualized.

Demonstration of the System

22

The Provider shall be required to make
demonstration of its proposed solution as patf
the technical evaluation. The provider should
dummy data for the demonstration froret
previous 2016 General Election results wh
can be accessedwivw.ec.or.ug

Integration, Customization, Optimization of
the ERVS with the Visualization hardware.

23

The bidder shall be required to instaihd
customi ze the ERVS s
screens and the Video wall located at
National Tally Center.

24

The provider shall be required to integrate
system for data interchange with the ERT
system.

Training

25

The bidder shall & required to provide loca
technical training to 5 EC staff on the usags
the system.

26

The bidder shall provide local training to
system administrators on the installation 4
configuration of the system and on how
load/update the results intioe system.

27

The bidder will provide 02 technical traing
during the TOT National Workshop.

Bidders Requirements

28

The bidder must be a locally a registe
company.

29

Bidder must have experience in delive
supplies/services in govermemt institutions
Reference of at least two site will be requi

with contract value of UGX 500M and above.
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LOT4:
Supply and Installation of
Data Communication/ Internet

Connectivity for the District
Tally Centers, National Tally Center,

Disaster Recovery Site and
EC Data Center.

Internet connectivity is required in each District Tally Center (DTC) for
transmission of Election Results to the National Tally Center (NTC). The data to
be transmitted includes scanned images DR and TR Forms.

Electoral Commission is required to announce Election results within a period of
48 Hours from Closure of polls. The Commission therefore requires secure and
reliable internet connections within those 48 Hours.

The DTCs are located within the District HeQdarters in gazetted places for
Tallying of Election Results like Town halls, Council halls and in a few cases at

the EC District Of fi ces. The DTCO6s ar

to be installed at the DTC must be movable.

Technical Detals

Item No. Technical Specification required| Compliance of| Technical literature
including applicable standards specification on specification
offered offered in column c
a b c d

Lot 4a Primary Data Connections

Under this lot , the bidder shall bequired
to provide the primary internet/da
connection for the ERTDS system from
the the different access points namely:
1) All the 135 DTCs
connecting/Communicating to PDC a
the Disaster Recover Site (DR
Simultaneous.

2)The DRs to the Natiotig Tally Center,
DR Site shall also be used as failover )
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3) Connection between the NTC and
PDC.

The following shall be required,;

Dedicated Internet /Data Connection

Equipment to District Tally Centers (x 13
Sites;

Private  APN with Bncard speed o
512kbps/512kbps dedicated hi
performance connection to 135 distri
with 10Mbps leased to HQ and DR.

Provide the necessary hardware, ¢
terminations required to setup t
connections.

The 135 Routers should be two in one
router and switch)

Provide Fibre Connection to the DRS &
DRS to NTC

Provide Fibre Connection at HQ PDC g
H/Q PDCto NTC

Provide Routers/Equipment for all t
sites (DTC, DRS, PDC and NTC)

Provide Installation , Configuration,,
testing and Support Services

Provide Support during the testing of {
connectivity when the installation of g
hardware and software is complete. Test
shall take place across the entire cou
Two tests shall be conducted;

1) Immediately a#r installation of ERTDS
System , and

2) 1 Week to the first election day.
The provider should include costs &
resources required to support these tests

10

Provide Support and Maintenance

Other Requirements

11

The provider should specify the @ of
delivery of the services listed above.

12

The provider shall be required to Integr
the proposed Internet connections to
existing EC network infrastructure and t
backup links provided by another serv
provider. The Provider should expianow
the primary and backup links shall

integrated together.
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13

The Provider shall ensure high availabil
and quality of services. Please explain N
this shall be achieved.

14

VPN setup should support Android, iO
Linux, Macos and WindowsAdministrator
portal should provide for intuitiv
configuration of settings

15

Deliver an IPv4 ready and complia
connection

16

Availability and Connection Not less thar
99.5% uptime link per month

17

Provide availability reports in real time.

18

Provide single point of contact for 24
customer support services and proac
notice of scheduled downtimes or servi
interruption

19

Provide diagnostic reports and updateg
case of connection failure

20

Monitoring tools: The providerwill be
required to provide Access Usage repg
to EC as such the provider shall;

i.  Provide an online portal for
accessing the s
network monitoring tool showing
Internet link bandwidth utilization
graphs, and application analysis
results acessible 24/7 by
authorized personnel.

ii. Describe the key features of the
Web portal for accessing the
service provide
monitoring tool showing Internet
link bandwidth utilization graphs,
and application analysis results.

21

Provide ServicelLevel Agreement with
APerf or manc gProvider bta
attach a draft Service Level Agreement)

The contract also includes free on c
technical support, specify the expect
maximum downtime of the primary link
among others

22

Delivery schedule

This service shall be required for
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maximum period of 3 month and thg
decommissioned after the 2021 Geneg
Elections. The Period shall cover th
testing period and election period.

Installation of the data links should [
completed by 30 November 20@ and
will remain active for a period of 3 month
until 28" February 202.

Testing of the Links

23

As part of the post qualification
technically complaint Internet Servic
Providersmay be required to provide a
Internet test link with the same reepted
specifications for a period of at least thr
days and not exceeding one week, at th
own costs. The link will demonstratf
capabilities of all the above technic
requirements and during this period, t
ISP will provide an online portal fo
acces i ng t he prov
monitoring tool showing internet link
bandwidth  utilization graphs. Th
proposed backup link will also be tests
during this demo period

Experience of the Provider

24

The Bidder must be a telecom/Interi
Service Provide

25

The bidder must provide proof of wig
coverage of internet services in the coun

26

The provide must have at least 5 years
experience in the industry (Please Subj
Company profile )

27

The provider should submit at leaste
(5) sites where they have installed al
commissioned similar ICT infrastructurn
and provided similar service in the lal
five years

28

Technical capacity; The Provider shal
provide the profiles of three (03) of its k
personnel that will be responsible ftire
delivery of the service i.e;

1. List of Technical Staff including

One (01) Technical Manager and
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Two
(02) network engineers

2. Qualifications and years of
experience (technical staff and
managers).

3. Attach Curriculum Vitae (C.V)

Network Prioritizatio n

29 The Election Results Communicati
Infrastructure is a very criticd
infrastructure that needs special attent
in terms of security, availability an
Efficiency/Speed.

The Commission requires th
infrastructure for a maximum of 48 hod
to delver the Presidential Election Resull
The provider is therefore required
provide a proposal on the best approac
maximize the proposed solution, with
view of uncapping the bandwidth with
those 48 Hours.

Lot4b | Backup Data Connections

1. The Backup link should meet all th
requirements stated for the Primary D
Connection above. Except that ;

1) The backup links should be able
utilize the same routers and the sa
VPNSs.

2) Should allow smooth switch over fro
primary to backup link.

2. Under this lot , the bidder shall be requir
to provide the backup internet/data
connection for the ERTDS system from
the the different access points namely:
1) All the 135 DTCs
connecting/Communicating to PDC a
the Disaster Recover Site (DR
Simultaneous.

2)The DRs to the Nationally Tally Centsg
DR Site shall also be used as failover )
3) Connection between the NTC and
PDC.

The following shall be required;

3. Dedicated Internet /Data Connection
Equipment to District Tally Centers @35
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Sites;

Private  APN with simcard speed
512kbps/512kbps dedicated hi
performance connection to 135 distri
with 10Mbps leased to HQ and DR.

Provide the necessary hardware, ¢
terminations required to setup t
connections.

The 135 Raters should be two in one (i
router and switch)

Provide Fibre Connection to the DRS &
DRS to NTC

Provide Fibre Connection at HQ PDC a
H/Q PDC to NTC

Provide Routers/Equipment for all t
sites (DTC, DRS, PDC and NTC)

10.

Provide hstallation , Configuration
testing and Support Services

11.

Provide Support during the testing of t
connectivity when the installation of &
hardware and software is complete. Test
shall take place across the entire cou
Two tests shall be concted;

1) Immediately after installation of ERTD
System , and

2) 1 Week to the first election day.
The provider should include costs a
resources required to support these tests

12.

Provide Support and Maintenance

Other Requirements

13.

The provide should specify the mode
delivery of the services listed above.

14.

The provider shall be required to Integr
the proposed Internet connections to

existing EC network infrastructure and t
backup links provided by another serv
provider. The Povider should explain hov
the primary and backup links shall
integrated together.

15.

The Provider shall ensure high availabil
and quality of services. Please explain h
this shall be achieved.

16.

VPN setup should support Android, iO
Linux, Macas and WindowsAdministrator
portal should provide for intuitiv

configuration of settings
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17.

Deliver an IPv4 ready and complia
connection

18.

Availability and Connection Not less thar
99.5% uptime link per month

19.

Provide availability reports ireal time.

20.

Provide single point of contact for 24
customer support services and proac
notice of scheduled downtimes or serv,
interruption

21.

Provide diagnostic reports and updates
case of connection failure

22.

Monitoring tools: The prowder will be
required to provide Access Usage rep(
to EC as such the provider shall;

iii. Provide an online portal for
accessing the s
network monitoring tool showing
Internet link bandwidth utilization
graphs, and application analysis
resuts accessible 24/7 by
authorized personnel.

iv. Describe the key features of the
Web portal for accessing the
service provide
monitoring tool showing Internet
link bandwidth utilization graphs,
and application analysis results.

23.

Provide Serice Level Agreement witl
APer f or manc egProvider bta
attach a draft Service Level Agreement)

The contract also includes free on ¢
technical support, specify the expect
maximum downtime of the primary link
among others

24.

Delivery schedule

This service shall be required for
maximum period of 3 month and the
decommissioned after the 2021 Gene
Elections. The Period shall cover th
testing period and election period.

Installation of the data links should &
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completed by 30 November 200 and
will remain active for a period of 3 month
until 28" February 202.

Testing of the Links

25.

As part of the post qualification
technically complaint Internet Servic
Providersmay be required to provide a
Internet test link with the same rezgied
specifications for a period of at least thr
days and not exceeding one week, at th
own costs. The link will demonstrat
capabilities of all the above technic
requirements and during this period, t
ISP will provide an online portal fo
access n g t he provi
monitoring tool showing internet link
bandwidth  utilization graphs. Th
proposed backup link will also be teste
during this demo period

Experience of the Provider

26.

The Bidder must be a telecom/Interr
Service Provider.

27.

The bidder must provide proof of wid
coverage of internet services in the coun

28.

The provide must have at least 5 years
experience in the industry (Please Subt
Company profile )

29.

The provider should submit at leaste
(5) sites wherethey have installed ang
commissioned similar ICT infrastructur,
and provided similar service in the la
five years

30.

Technical capacity; The Provider shal
provide the profiles of three (03) of its k¢
personnel that will be responsible for t
delively of the service i.e;

4. List of Technical Staff including
One (01) Technical Manager and
Two

(02) network engineers

5. Qualifications and years of

experience (technical staff and
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managers) .

6. Attach Curriculum Vitae (C.V)

Network Prioritization

31.

The Election Results Communicatig
Infrastructure is a very critica
infrastructure that needs special attent
in terms of security, availability an
Efficiency/Speed.

The Commission requires th
infrastructure for a maximum of 48 hou
to deliver the Predential Election Results
The provider is therefore required
provide a proposal on the best approac
maximize the proposed solution, with
view of uncapping the bandwidth with

those 48 Hours.
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LOT 5: Supply and Implementation of Election Reslis
Transmission and Dissemination System (ERTDS) ar
Equipment

1.0 Background

The Electoral Commission has successfully deployed Election Results Transmission and
Dissemination System&RTDS) during the last 2 General Elections of 2011 and 2016. The
ERTDS is usually installed at both the Electoral Commission Headquarters and in each of the
Districts at the District Tally Center®TC) Countrywide. The ERTDS is used for tallying,
tabulation and transmitting of election results to the National Tally €€NEC) for final
consolidation, declaration and dissemination to all stakeholder and the public. All the previous
ERTDS projects used a hybrid method of Election Result Management (EMS).

The Commission intends to acquime improved version of ERTDS syem codenamed
ERTDS2 to be used during the 2021 General Elections, and for any future elections-and by
elections. The ERDQ will still continue to use the hybrid method where part of the process is
paper based and feed into a computer based system.

In Uganda, the Electoral Commission is required by law to count, tally, transmit, announce
and declare final elections results within a periodt®fhours from the time of the official
closure of Polls which is at 4.00pm on polling day.

In addition, it is arequirement that the Commission transmits electronically the following
documents from each of the District Returning Officer;
(a) Return Form
(b) The Tally sheets and
(c) The declaration of the results forms (DR forms) from which the Official addition of the
Votes wa made.

Based on the above requirement, the proposed system shall be designed in such a way to
ensure 100% scanning of DR Forms for all Elections and Transmission of the Election Results
and Scanned Forms to the National Tallying Center.

The Bidder is epected to configura@ readyto- use Electronic Result Transmission system
(ERTDS complying with the following functionalities:
a. The capability of quickly capturing the polling station results at the District Tally
Centre including scanning of the DR R
b. Verifying, processing and securely transmitting the results and the scanned DR to the
National Tally Centre.
c. Reception, verification and approval of the results from all of the District Centres at the
National Tally Centre.
d. Aggregating the approved rdtsufrom the election at a national level.

e. Broadcasting of the approved results over the Internet for public and media
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consumption.

f. Providing the Electoral Commission with visibility of the entire process at all times.

g. Advanced auditing mechanisms and poatis that ensure the results reported from the
polling stations are the same as the ones received at the National Tally Centre (e.g.,
endto-end verifiability).

h. Security mechanisms that ensure the integrity, authenticity and privacy of the data at
all time during the process.

I. Provide a system that can handle elections results for the presidential to the lower
elections

j. Provide a system that can handle futureel®ctions and elections

The Bidder is also expected to customize and configure a distrigh den national level
infrastructure comprising hardware (servers, terminals, Data Connectivity, Scanners) and

commercial offthe-shelf software (COTS) to deliver a complete-¢mend solution.

Below are the details of the composition of the Election Rods.

1.1 Election Rounds

General Elections in Uganda are held every after 5 years and every election cycle includes 4
major rounds of elections, all held within a period of 30 days. The forthcoming General
Elections shall be held between thé" January 2021 and 19 February 2021. Each
election round is comprised 8f elective officeson a single day by universal adult suffrage

and secret ballot.

The table below provides details of the election contests in each round:

Election |Election Informati on No. of |Counting system used
Round Positions

Round 1 |Presidential and Parliamenta
Elections

1.PresidentiaPRES 1 First pass the post

2.Directly Elected Member ¢ 296 Simple Majority
ParliamentDEMP)

3.District Woman Representative 135 Simple Majority
Parliament DWMP)
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Election |Election Informati on No. of |Counting system used
Round Positions

Round 2 |District Local Governments Coun
Elections

1.District/City Chairpersori LC V 135 Simple Majority
Chairpersons(DCP)

2.District Directly Electe( 2,101 |Simple Majority
Councilors DDEC)

3.District Womern 1,372 |Simple Majority
Councilos(DWC)

Round 3 |Municipality/City Divisions
Council Elections
1. Chairperson/Mayors{UM) 52 Simple Majority
2.Directly Electe¢ 1,072 |Simple Majority
CouncilorsMDEC)
3.Women CounciloNIWC) 712 Simple Majority

Round 4 [Sub  County/Town  Councils

Elections

1. Sub county Chairpersond.C Il 2,062 |Simple Majority
Chairpersons3CP)

2. Directly Elected Councilol 10,310 |Simple Majority
(SDEC)

3. Women Councilor§WC) 11,673 |[Simple Majority

1.2 Administrative Unit Struct ure

The el ectoral administrative unitsod hierarch
levels, the figures indicated are projected figures for the 2021 General Elections as indicated in

the table below;

Sr# Administrative Units Number of Units
1. National Leveli Presidential Election 1

2. Districts 135

3. Parliamentary Constituencies 296
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4, Sub Counties 2,062

5. Parishes 10029
6. Polling Stations 34,344
7. Villages 68,564

Note: The number of units provided in the table above may ndbe final figures, they are
subject to adjustments. The final figures shall be provided before the system is deployed
for the elections.

For the upcoming election the expected number of Polling Stations is 34,344, distributed in
135 Districts. For properigng of the DTCs the following table contains the quantity of
Districts with the expected number of polling stations:

Number of District Number of Polling Stations
1(Wakiso) 1,435 (Max.)
1 (Kampala) 1,420

5 Between 500 and 680)
9 Between 400 and 99
15 Between 300 and 399
48 Between 200 and 299
45 Between 100 and 199
11 Below 100

The table gives guidance on the amount of data to be captured and documents to be scanned at
each District Tally Center.

1.3 Stages of counting of ballots and &ing of election results.

Counting, tallying, transmitting and declaration of election results is ddhdiéferent levels
namely: Polling StationRS), District Tally CentersIPTC) and National Tally CenteNTC).

1.3.1Polling Station (PS)

In the Pdling Station the ballots are counted, and the Declaration of Results fBiR)safe
generated/filled in through the following process;

1. Once the polls are closed, the Presiding Offleé&) will count the votes of each
election contest corresponding to tthaolling station, results are then tallied,
announced, and entered into a Declaration of Results DR Korm) for each
candidateOne (1) Official DR form will be produced for each electoral contest at
the Polling Station.
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2. Additional DR forms are filledto provide a copy to each contesting candidates
agents and copy to remain at the polling station.

3. One (1) copy of the DR form is locked in the metallic ballot boxes.

4. The original copy of th®R form for each election contest of the Polling Station is
physcally transported from the Polling Stations through the Sub county collection
centers to the respectiiastrict Tally Center in a temper-evident envelope

5. The DR forms shall be received at D&C by the DistrictReturning Officers.
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1.3.2.District Tally Center (DTC)

At the District Tally Center, a local infrastructure of tBRTDS-2 must be deployed to
receive, digitize and tabulate DR forms from the Polling Stations for all the election
contest for each of the election rounds. The follow process shall belersd,;

1.

Initial activity: The system should allow to generate a Zevel report that shows

that there is no vote registered in the system and notify to the National Tally Center

(NTC) that theDTC is ready to start operating.

Receive DR forms The phygcal DR forms are received from each Polling Station

for each contest by thBRO who announce the results from each DR form and

hands them over to the tally team for data capture.

Scan DR forms The first step is to scan each page of the received DR famohs

convert it into electronic format (Duplex scanning shall be required) since the DR

form is printed on both sides. The system must be able to process all the DR

Forms, transform the elections results data contained in the original DR Forms into

an eleatonic format so that the elections results can be automatically tallied by the

system.

Forms tabulation: The proposed solution must be based on a modBloable

verification, in which at least two (2) independent operators tabulate the scanned

forms on tle system and can manually input elections results data by comparing it
with the scanned DR Form.

Processing and validation The proposed system must inclu@etomatic

validations, and,automatic recognition of data from the DR such asPolling

Station Code DR Form Code Polling District and Election Contest The

validation process should include at minimum the following:

i. If the information entered by both tabulation operators are identical, the results
are validated, comparing the total votes (sum up thid vates cast for each
candidate and the invalid votes and comparing against the number of registered
voters in that polling station. In this case , the results ready to be approved by
the District Returning Officer (RO)

ii. If the information entered by botabulation operators are not identical, they
are sent for review by the District Returning Officer. The returning officer then
guides the data entry clerks to make the necessary corrections.

iii. The Returning Officer may decide to reject a form if it cont&nalid results.

In this case the scanned form is always kept for auditing purposes.

Consolidate results:The system processes the validated results and tabulates the

election results of each contest.

Announce provisional results For electoral contestshdt include positions

applicable at District level, the system must be capable to process, tally and

generate final elections results to be announced in that District. Electoral contest
applicable to the District level includéembers of Parliament District

Chairperson and all those below. The Presidential Election Results are

continuously transmitted to NTC immediately after approval by the RO. The RO
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can also announce the provisional presidential results which have been captured,
approved and transneit to the NTC.

Print Transmission of Results (TR) form: After all results from a contest have
been validated, the District Returning Officer will be able to review and certify the
complete election contest results and print a Transmission of Resultsvoich,is

then physically signed by the District Returning Officer.

Send results to NTC After results from a contest have been reviewed and
accepted by the District Returning Officer, the scanned forms (DR and TR forms)
and results are sent to the Natiomally Centre and published in the District Tally
Centre Display Screen.

10.Progress display A progress screen is displayed in the DTC showing: status of the

scanning process, status of the forms processing, election results per contest, and
status of the amsmission to the National Tally Centre.

11.Scanning of the DR Forms:The System should have the capacity to do bulk

scanning of the DR forms. The system should be able to detect the election contest
to which the form belongs. Scanning may be done with théddRs are sorted by
contest or without sorting at all.

1.3.3.National Tally Centre (NTC)
The following are the actions required to be performed at the National Tally Centre:

1.

Electronically Receive District results: The tally system securely receives the
resuts for each district electronically.

Verify results: Verification checks are done on the results to check for errors and
accuracy. The system checks that the results have not been tampered with during
transmission and validates the information againstniessi rules to be set by
Electoral Commission.A separate team dDperator Auditors shall be required

to verify the presidential results at the NTC by comparing the transmitted results
against the scanned DR forms to ascertain the accuracy of the results.

. Clarification of discrepancies: The system should show in case of any

discrepancy with the results received from the District, in which case the National
Tally Centre may seek clarification with the corresponding District Returning
Officer, who may be reqred to review physical DR forms and-eater its
information into the system.
Aggregate results:The results from all Districts are aggregated by the system.
Announce provisional result: The system shall be required to generate
provisional results reportshich are announced at different intervals.
Disseminate provisional results:Each time the Returning Officer announces the
provisional results the system must disseminate the provisional results by showing
the results on the display screens at the NTC @uadish them on the election
results website.

I. The website should display the information in any kind of device

(responsive.
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ii. The website should display the information in graphic format (tables, bar,
etc.).

iii. The website should allow to look for results edch level (Country,
Districts, Sub County, Parish and Polling station) and also display the
scanned DR forms to provide for transparency.

Iv. The website should allow to download the results

v. The website should show the performance of each candidate on the
Ugandan Map, the Map should by dynamic.

7. Approve results: Before the announcement of the final results, the system presents
the results to the Returning Officer, who verifies and approves those results.

8. Declaration of the final results: Once there is a cleanajority, the declaration of
the winner is made.

I. The system should implement the adjudication algorithm for each contest,
in order to declare the winners.

ii. The system should generate Btatuary Results declaration formfor the
Returning Officer.

iii. The Systen should produce District Tally Sheets for Stakeholders

9. Dissemination of final results:The system shall also disseminate the final results.
The results must be streamed to a public election results website and shown in
progress display screens in the NTC.

10. Progress display:A progress screen is displayed in the NTC showing: status of the
District results reception process, status of the different contests, and election
results per contest.

11.Public election results website: the bidder must include a feeé tséd by the
public election results website that will be set up and hosted by the Electoral
Commission.
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1.3.4 ERTDS Process Flow Diagram$ummerizes the above described procellure

Tallying Process

Close Pal

getinotherPosiior

§ “ v b %’e\mel Results o
* i Announce Resulls
% Count Results Fill DR Farm = ul Har s
o \
@
£
3
a
1o Receive PS
Resulls
ReceifeMorePalling
1 Statiol
f B\
® @ © ® —
First Tabulation Sacond Tabulation Mztch Tabulated Review Resulls + ®
Amounce
N J Provisional District
[} Resul
SRS
m
g ScanDRFom
®
3
7
3
3
: ®
E Announce Final
= = Resuifs DS
3 ®
Disseminate
m J Provisional Results
Review Audit Query
1] m
. SubmiResulls % Printand Sign Fil T
Form
\—
o
Receive District |
Restits (

¢ e
: o mlJ clare Final
5 Disseminate: ieclare Final
3]
: Pronisional Approve Results il
g
H
H
3
K]
z

Announce
Provisional Resul

IfFinalDistrictLevelR

[S'iek Cmulﬂl‘

®
Disseminate

Standard Bidding Document for the Procurement ofSupplies by Open and Restricted Biddingssued by

PPDA, March 2014

91



Part 2: Section 6 Statement of Requirements

2.0.Summary of deliverable for ERTDS2 under Lot 5.
Below is thesummary of supplies/deliverables for this system

No. Description of the deliverable

1. [Supply of equipment including (Laptops, Desktops, LAN Switches, Servers, Dog
Scanners, Barcode Scanners and accessories to ofidBaf@istrict Tally Centers
(DTC), Primary Data CenterPDOC) , National Tally Center NTC) and Disaste
Recovery SiteRS).

2. |Supply of Software and Support Services for the District Tally Centers.

3. |Supply of Software and Support Services for the National Tally Centers.

4. |Configuration of all ballot data related to the Elections: e.g Election name and
political subdivision, polling station information, expected voters, contest, party
|l ogo, color, etc.), and candidatesbéb

5. |Design DR formsTemplates with unique karcodes containing polling statior
location code, election contesto be adopted by the proposed solution for all
election contests.

6. |Provide configuration and testing of the equipment and Software (including
Acceptance testing, field simulati@nd stress testing)

7. |Installation and configuration of the District Tally Centres and National Tally G
infrastructure (including hardware and software)

8. |Designing and implementation of the ERTR®\rchitecture including installation a
configuation of PDC, NTC and DRS Hardware and Software and designing
Disaster Recovery Plan Procedure.

9. |Conduct Training of Trainer(TOT) training for tidational Level Support teamand
District Support Technicians (DST)

10. |Providing Technical suppbrservices and troubleshooting during all the rot
elections.

11. [Ensure proper functionality and operation of the equipment during the execution
contract.

12. |Provision of any related Services as described in this document.

13. [Provision of Warranty o hardware and Software

14. |Provision of postlection services which includes ascertaining completeness
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results, virtualization of ERTDS environment and transfer of all data into an (
Database.

3.0.Detailed Technical Requirements

This sectdbn provides the required specifications for the different components of the
system.

Summary of requirements at the District Tally Center
For clarity purpose, below is the summary of equipment at the District Tally Center

District Tally Centers
Theprv/ i der s houllad | d/e d6n each Bigtrictilally Center. The kit should be
fairly integrated to make it easy to install at the district (i.e. Plug and Play).

Each District Tally Kit Set shall be comprised of the following components;

For 133 Districts (Except Kampala and Wakiso Districts)
1) 1 District Tally Server/Approval Station in form of a Hi§gimd Laptop
2) 1 High Speed Document Scanner
3) 4 Tally Stations (Laptops)
4) 1 Printer {o be provided by the Commissjon
5) 1 Network Switch
6) 1 Hand Held Optial Bar code scanner
7) Tallying Software
8) Display Screen (To be provided by EC)
9) Internet connectivity ( 2 Services provideis)e provided by the ISPs

For Kampala District

Kampala has 5 Division, each Division will have a Mini Tally Center but all locatedn
one area. The Kits shall include

1 Hardware Server Machine

5 District Tally Server/Approval Station (Hieggnd Laptops)

1 High Speed Document Scanners

20 Tally Stations (Laptops)

5 Printers (L Per Division to be provided by BEC

5 Network Switches

Hand Héd Optical Bar code scanner

Tallying Software

. 5 Rolls of Cat6é Cable (305M)

10.1,000 Pieces of RJ45

11. Metallic Pipe for trunking to cover 400M

12.Labour for setting up the LAN

13. Full time network engineer during all elections days.

14.Display Screen (To be provided BYL)

15.Internet connectivity (2 Services providers)e provided by the ISPs

CoNoO~wNhE
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For Wakiso District
Wakiso will get 4 Tally Station of each of the 3 Divisions. The kit shall include;

©CoNoO~wWNE

1 District Tally Server/Approval Station (Higénd Laptop)
1 High Speed dagnent Scanners

12 Tally Stations (Laptops)

1 Printer (be provided by EX

1 Network Switches

Hand Held Optical Bar code scanner

Tallying Software

Display Screen (To be provided by EC)

Internet connectivity (2 Services providers)e provided by the ISPs

The detailed technical requirements for all the Components of the ERDS system
are specified below;

Detailed Technical Requirements

Item
No.

Technical Specification required
including applicable standards

Compliance of
specification
offered

Technical
literature
specification
offered
column c

on

in

d

ERTDS Software

11

Customized ERTDS Software with unlimited
Perpetual Licenses. The software must have th
following requirements.

District Tally Center

The system should allow generate a zerevel report
that shows that there is no vote registered in the sy
for each District and notify to the National Tally Cen
(NTC) that the DTC is ready to start operating.

The System should be able to scan original DR fg
from eah polling station for each election contest i
an electronic format so that the elections results ca
automatically tallied by the system or manua
captured into the system.

The System should be able to allow bulky scannin
the DR forms usig an automatic document feeg
scanner.

The System should allow for automatic indexing {
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coding of the scanned images of the DR Forms.

The scanned image should automatically be linke
5. | the election contest and the particular polling statiof
use of the embedded unique bar code on each DR 1

The proposed solution must be based on a mod
double verification, in which at least two (2)
6. | independent operators tabulate the scanned form
the system and can manually input elections reslata;
by comparing it with the scanned DR Form.

The Manual data entry should be based on the scg
DR forms. The system should present the image sid
/.| side on the computer screens to allow operators
and capture elections results into the 8yst

The System should randomly serve/assign a sca
8. | DR form for capture to the data entry operators.

The proposed system must includautomatic
validations, and,automatic recognition of data from
the DR such asPolling Station Code DR Form
Code, Polling District and Election Contest The
validation process should include at minimum
following:

1. If the information entered by both tabulation
operators are identical, the results are validat
comparing the total votes (sum up the valid
votes casfor each candidate and the invalid
votes and comparing against the number of

9. registered voters in that polling station. In thig

case , the results ready to be approved by thg

District Returning Officer (RO)

2. If the information entered by both tabulati
operators are not identical, they are sent
review, where the District Returning Officer
provided with the task of reviewing th
information and entering the correct results.
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3. The Returning Officer may decide to reject a
form if it contains invalid esults. In this case
the scanned form is always kept for auditing
purposes.

10

The System shall allow the District Returning officef
verify and approve Election Results for each Pol
Station.

The system should further allow approval of results
individual polling stations or in a batch of polliy
station or by Parish/ward.

11

The system should be able to process the valig
results and tabulates the election results of each co

12

The database should be based on Oracle databg
Microsoft SQL Server, Latest Stable Version should
used (bidders should specific database engine
versions on which to deploy the proposed solution.

13

The System should allow configuration of Elect
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Results Primary Data (e.g Polling Station, Candid
data, Election contests/races and the due Dates) f
the Election rounds all configured at once within
same database.

The provider should demonstrate how all the eleg
rounds from the Presidential Elections to the
county Elections (Chairpsons and Councils) will b
accommodated within a single database configuratig

14

The system shall only allow or enable capturing
Election Results for the respective election round
contest only when the election dates are due.

15

In relation to (3) and (14) above the System sho
therefore allow capturing of elections results with
having to reconfigure the system or switching
different databases/schemas

16

The Returning Officer Should have access to elect
results of any election rodfcontest at any time Db
selecting or searching the election type without
changes in system configuration.

17

The proposed system should be able to work in
distributed mode, the ERTDS system should alwa
maintain local copy of the election result; the
district server. If the connectivity is not available
system should be able to work offline without &
disruption, and transmits data whenever the conne
is restored. The provider should indicate how this g
be achieved.

Display Saeen

EachDTCs hal | be equipped
TV Screen for Projection of Election Results to
Stakeholders as a way for ensuring transparency g
tallying process.

EC shall provide t h&TCh
however the system shouwtlow the following;
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18

The system shall allow one of the data capture sc
to be connected to the TV Display Screen
project/show the information on the DR Form and w
is being captured into the Tallying System. This is
provide for transparegcof the Tallying Process at tf
DTC.

19

The provider should also propose in their bid additig
ways in which more results formats shall be projeq
to the stakeholders at different intervals.

20

The system should allow the District Returning Offi
(DRO) to Mark or Flag off any nullified Polling
Station results. In such case, the reasons
nullification must be captured in the system by
DRO

Transmission of Data

21

The system should allow continuous electrg
transmission of the electiorresults through th
communication network that shall be provided.

22

The system should also transmit all scanned DR F¢
to the EC Data Center, DR site and NTC.

The provider should indicate how the scanning of
images (esolution and file size shallbe optimized tq
allow efficient and 100% transmission of the ima
and data.

23

All transmitted data should be encrypted during
transmission ( The provider should indicate in
proposal how this shall be achieved)

Export of Election of Resuts

24

The system should be able to securely backug
elections results data and images on an exté
Hardisk. The system should have-tauilt utility to
achieve this requirement.

25

All Images shall be securely exported and backed g
external hardlisks.

26

The system should have the ability to import §
restore the offline backups from all the district ont
backup server at the NTC.

Reports
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27

The system should be able to generate paper prin
customized reports

28

The system should kable to generatdynamic and ad
hoc reports.

29

The system shall be required to produce the follow
Mandatory/Statutory Reports for each election

1. Summary Report

2. Election Result®eturn Form

3. Tally sheets

4. The declaration of the winner form

The DRO shdlbe required to print and sign the Rety
Form, scan it back into the system and transmit tg
National Tally Center.

Other required reports shall be defined during
implementation phase.

ERTDS Backend Software at the NTC and EC Datd
Center

30

The Software design should allow all election types
categories to be loaded in the database all at oncg
can be accessed through unique identifiers at all ley

31

The Server Configuration should allow receiving
election Results for all the @léon types and categorig
without change in configuration or switching
databases

32

The Database Configuration should allow storage
management of all election results for the elec
categories and contest to be configured under a s
databaser database instance without any compron
to the security and performance.

33

The Database should be either Oracle databag
Microsoft Server. The latest stable version shq
used.

34

The System should allow automated loading of Ba
Data into he central ERTDS Database System and
creation of the different Tally Kits and assignment
Tally Kits to the Respective Districts.

35

Regardless of the choice of the database chosen |
provider, the provider shall be required to map
results data fields intoan EC defined data field
structure in an Oracle Database.This shall be for
every election category including byelections.
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36

The provider shall ensure that all the election reg
after at the end of the election cycle are complete
stored into an Oracle database as the final repog
and properly aligned for easier reporting and analy
This calls for the provider to offer support after all

elections to ensure that all results are complete
stored in an oracle database.

37

The system should have the ability to handle
elections and any other elections and referenda
may come after the 2021 General Elections.

As part of the postlection activities, the provider sha
be required to setup and configure the sysieimandle
this requirement.

38

The System Architecture should be configured
directly transmit election results data to the prim
data center and at the same time to the Dis;
Recovery Site. And updates at the primary data cq
should be savedtahe DR site. The provider shou
explain how this shall be achieved.

39

Data at the NTC shall be accessed via the primary
center , The Disaster recovery site shall also serve
business continuity and shall be configured in sug
way to allow continuity in case of a problem at t
Primary Data Center.

Report Outputs

40

The system should be able to producehad Reportg

for any election at any level.

41

The system should be able to produce all the rej

required at the National Tallyedter (NTC). Some @

these reports include;
1) National Summary Report for
Presidential:  This  report should b
automatically produced by the ERTDS Syst
at the NTC after the verification of the resu
This report presents the National Le
Summary Pdormance for all the candidatg
The report is produced at different interv
within the 48 hours and read to the populat
as provisional results until the final results
announced and declared. Each interval
Chairperson signs and reads out tiegort and
copies are given to Stakeholders. 3@pendix
1 for the Sample report
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2. District Summary Report: This provideg
the Summary performance at the district le
This report is also progressively produced as
provisional results are announceutil the final
results. A sample is attachedAppendix 2

3. District Tally Sheet: This report provides
candidates scores for each polling station
district. The Report should be in Hierarc
|l ayers I . e ( Di str

County Y Parish Y al
Parish. And the District summary at the bott
of ead district results.

4. Zero Level Initialization Report: This is the
same report as in (1) above but printed as pa
the System initialization at the Commencem
of tallying. The system clears any test data
resets the results to zero. This repersigned
by the Chairperson and copies issued ou
stake holders.

5) Continuous Analysis reports should be rui
any time during the tallying process. Some|
these shall incude
1 Polling Station with 100% Turn
up
1 Polling Stations with Zero result
1 Pdling Stations with no Results
1 Nullified Polling stations
6) Final Declaration of Winning Candidates
template format shall be provided to the bid
during implementation.
7) Other Reports
More Reports shall be e defined at the timg
implementation bthe system.

Verification Module

42

All the results shall be verified by a team of opera
who shall be setup at the National Tally Center. Al
200 terminal shall be available for the resly
verification.

43

The System should provide a modube Verification of
the election results from the district.

44

The system should randomly allocate amycaming
results to the operator for Verification
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45

The Verification shall be done by comparing 1
transmitted results for each polling station agaithe
scanned idine image of the DR form to confirm if thg
tally. Electoral Commission shall also avail the origi
DR form at the tally center for further verification
necessary.

46

The system should allow flag of results where
results arenot tallying with the DR Form

47

Results that have been verified should then
transferred to the reports server for dissemination.
shall be done per click.

48

The system should easily provide for sorting of reg
that have not yet been verified

49

The system should keep track record of the
performing the verification.

50

The provider should indicate a complete workflow 3
approach by which the verification shall be achieveg

Non-Functional Specification of the proposed
ERTDS Systen

Security Requirements

51

The system should manage roles and permissig
order to control the access to the information.

52

Access to boards and services published via the we
the Internet must be through an encrypted channel
HTTPS).

53

The system must have backup and restore proc
formally established and documented.

54

The security keys should NOT be stored plain in
systems, but in an encrypted form.

55

The security keys must be distributed secu
(confidentiality, integrityand availability).

56

The bidder must define the key management proceg

57

The bidder must have strong authenticat
mechanisms (Example: Two factor authentication)
sensitive systems.)

58

The bidder must apply the minimum possible privil¢
modelto perform the functions.

59

All operations must be logged, identifying operati
user, date and time.

Design of the Declaration of Results forms

60

Bidders are required to design and provide thg
Declaration of Results forms with the following
basic requirements;
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61

1.

2.

10.1s A4 (210 x 297 millimeters) size format

Has a unique DR form identification number

Clearly identifies the name and codes of
Polling Station location (District, Constitueng
Sub-county, Parish, Station)

Clearly identifies the Election contest

Contains a unique bar cosath storing polling
station code and election contest information

Includes the names of the candidates runi
for the election

Includes mandatory fields including (see the
form sample below for additional mandatg
information) such as;

C«

Number of vad votes cast for candidates

C«

Number of rejected votes

C«

Number of ballot papers counted

C«

Number of spoilt ballot papers

C«

Number of ballot papers issued to Polli
Station

C«

Number of unused ballot papers

~

U Number of females who voted

~

U Number of males who voted

Includes space for including name and signa
of the Presiding Officer of the Polling Station

Includes space for including place, date
time of the report filling

Identifies each page with the number of
current page and the total number of page
the DR form
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11.The back of each page of the DR form shg
include provision for 2 candidate agents
each candidate for their name and signature.

12.In case all the candidates do not fit in one
size paper, a custongid design size of the D
Form may be required.

13.The bidder shall provide the details of f
design of the DR forms as described above
all the required feature that will be required
the system.

The actual printing of the DR forms shall be dong
Searity Printers identified by the Commissions

62

The bidder is required to include proposed designg
each of the required DR forms with improvemen
any.

63

The System should be able to provide an export g
the required data for printing of tHeR Forms from
the Security Printers

1.2

Third Party Software Licenses

(Databases, Operating Systems and any other Sof
required for the Solution)

All third party software should be listed here includ
the appropriate licenses to match tleguirement fof
the ERTDS configuration and the Specified hardw
Software should include antivirus license for 1 yg
and any other necessary apps for your prop
solution. Latest Versions are required.

District Tally Center Equipment

2.1

Tally Server/Approval Station (x 150)
This is a high end laptop to be used as the Tally S¢g
at each district and will host the ERTDS Softwarg
the district level to achieve the following;
1. Scanning of DR forms,
2. Approval of election results by the Retung
Officers,
3. Consolidation of Election Results at t
District for all Levels
4. Electronic Transmission of the results to |
National Tally Center
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form

5. Projection of Results to the Audience within
District Tally Center
6. Printing of the Transmission of Réds (TR)

7. Printing of the Tally Sheet and other reports
8. Storage of all Results for the District.

The District Tally Server Shall have the followin
Minimum Specifications

Operating
System

Windows 10 Pro 64bit

2 Processor

Intel® CoreTM i#8663J vProTM
with Intel® UHD graphics 62(
(1.9 GHz base frequency, up to 4
GHz with Intel® Turbo Boos
Technology, 8 MB L3 cache,
cores).

Chipset is integrated  wit
processor

16 GB DDR42400 SDRAM (2x 8§
GB), 2 SODIMM, Supports Dua
Channel Memory

512GB PCle NVMe Value Soli
State Drive.

9.6 cm (15.6") diagonal FHD eD
antiglare WLEDbacklit slim, 250
nits, 45% NTSC with HD camera

3 | Chipset

4 | Memory

5 | Storage

6 | Display
Security

7 | management
applications

-Enhanced firmware protectig
automatially from the moment th
PC is first booted up, guardin
against malicious attacks ai
accidental errors that cg
compromise the BIOS
- Automatically detect, stop, ar
recover from a BIOS attack ¢
corruption without IT interventiof
and with little or nainterruption to
user productivity.

- Advanced protection again
unauthorized access to valua
data on internal client hard driveg
- Hardwareenforced micrevM
technology to recognize know
malware or suspicious patterns 3
extending protection bewd the
browser, offering protecte
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viewing for PDFs, Microsoff
Word, Microsoft Excel, ang
Microsoft PowerPoint files.
- Easy to sanitize Hard disk driv¢
to industry standards befo
disposal or recycling.

IPv6 ComplianceClient Security,

- Software to add a Window
Service which is designed to ri
continuously in the background;
- Software to support handling t
Hotkeys for fixed noteboo
buttons that provide quick acce
to a particular function whe
pressed.

- Software to impree the quality]
and security of  Microsof

3 Other Windows image by analysing th
Soft war e 6 §image, identifying  problems

recommending  solutions,  af
checking readiness for migration
and from Windows.
Noise Cancellation Software to
reduce background noise a
optimize themicrophone.
Native Miracast support
wirelessly project images from
computer onto another med
device.

9 | Graphics Intel® UHD graphics 620
Premium Collaboration Keyboar
spill resistant with drain, Clickpa

10 Egz//ibgoaaggn and with multi-touch gesture suppen
Dual Point spiliresistant
Collaboration AFRCE
Integrated HD 720p Triple Mi

11 | Web Cam Webcam.

3 multi array microphone

1 Thunderbolt TM (USB Type
CTM connector)

2 USB 3.1 Gen 1 (1 charging)

1 docking conneotr

12 | Ports & Slots 1 HDMI 1.4
1 R345
1 AC power

1 Headphone/microphone com
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jack
1 SIM card slot
1 Smartcard reader
Standard Security Lock Slot
13 | Mil Spec Test Approved MIL-STD-810G test
Long Life 3-cell, 56 Wh Liion Up
14 | Batery to 15 hours of battery Life
Audio by Bang & Olufsen
15 | Audio InFegrated 3 Multi  Array
Microphone
2 Integrated stereo speakers
16 | Connectvity/ 1 1@ 1219.LM 10/100/1000 GbE
Networking
Wireless / Intel 9560 ac 2x2 MkMIMO nvl_D
17 160MHz +Bluetooth 5 WW with
Bluetooth : .
Native Miracast Support
18 WIRELESS Intel® XMMTM 7262 LTE
WAN Advanced Cat 6
3-year standard on parts a
labour. Bidders shall provid
details of warranty repa
19 Warranty and | mechanisms including statin
support support in form of an SLA, statin
spare prt replacements, repai
and response timesfor the
equipment proposed.
20 Power 45-Watt Smart nPFC Right Angl
Requirements AC Adapter
Operating . o o o i
21 |Temperanre | PN 32 10 95 F (070
Range
22 Sﬁari?j?tnfRange 0% to 90%, norcondensing
23 TPM 2.0 Infineon SLB9670
FIPS 1402 Compliant
04 Ef’;iiirgzcy ENERGY STAR® certified, TCQ
: 5.0 Certified, IPv6 Certification
compliance
25 | Physical security | Security lock Slot
26 | Product weight | 1.78 kg
o7 | Dimensions (WX| 14 6 9.91 x 0.72 inches
D x H)
Basic Carrying Case supportir
28 | Accessories 15. Inch laptop
Comfort Grip Wireless Trave
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Mouse
(OEM Manufactured and shou
be of the same brahd
ANt _Virus | Protection  agairs  Viruses,
29 Malware, Spyware from th
Software : .
internet and external devices.
BIOS image:
Configuration of a Booeup
IMAGE or LOGO of Electora
Commission for all laptop
required.
Asset tagging
All supplies shall be branded K
30 | Other Services: | permanent lade with the
following wording (ELECTORAL
COMMMSION) and all assets wi
be provided with nomemovable
tags. The labels will be pqarinted
selfadhesive non tearable
metallic labels for all the item
supplied under the LOT(S)
2.2 | Result Tally Station Stations: (x600)
To be used by the tally clerks (Tally Operators)
capture Election Results from the Scanned DR fo
Each district shall have a minimum of 4 Tally statig
with the exception of Kampala and Wakiso. Operal
shall work in pairs. Forhie first round of elections. W
shall have a pair dedicated to capture preside
results and another pair dedicated to cap
Parliamentary Election Results.
The Tally Station shall have the following minim
Specifications;
1,| Qperating Windows 10 Pro 64bit
System
Intel® CoreTM i58365U vProTM
with Intel® UHD Graphics 62(
(1.6 GHz base frequency, up to 4
2. | Processor GHz with Intel® Turbo Boos
Technology, 6 MB L3 cache,
cores).
3.| Chipset Chipset is integrated  wit
processor
8 GB DDR4-2400 SDRAM (1 x 8§
4.| Memory GB), 2 SODIMM, Supports Dua
Channel Memory,
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Maximum Memory64 GB DDR4
2400 SDRAM

5. | Storage

1TB 7200RPM SATA

6. | Optical Storage

DVD Writer SATA Drive

7.| Display

39.6 cm (15.6") diagonal FHD
IPS eDP antglare LEDbackKlit,
250 cd/m245% NTSC.

Security
8. | management
applications

-Enhanced firmware protectig
automatically from the moment th
PC is first booted up, guardin
against malicious attacks a
accidental errors that cg
compromise the BIOS

- Automatically detect, stop, an
recover from a BIOS attack ¢
corruption without IT interventiof
and with little or no interruption t
user productivity.

- Advanced protection again
unauthorized access to valua
data on internal client hard driveg
- Hardwareenforced micrevM
technology to recognize know
malware or suspicious patterns g
extending protection beyond tk
browser, offering protecte
viewing for PDFs, Microsoff
Word, Microsoft Excel, ang
Microsoft PowerPoint files.
- Easy to sanitize Hard disk driv¢
to industry shndards beforg
disposal or recycling.

IPv6 ComplianceClient Security,

Other
Softwar e

- Software to add a Window
Service which is designed to ri
continuously in the background;
- Software to support handling tf
Hotkeys for fixed noteboo
buttons that provide quick acce
to a particular function whe
pressed.

- Software to improve the qualit
and security of  Microsofi
Windows image by analysing th
image, identifying  problems
recommending solutions, af
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checking readiness for migration
andfrom Windows.

Noise Cancellation Software to
reduce background noise a
optimize the microphone.

Native Miracast suppoft
wirelessly project images from
computer onto another med
device.

10| Graphics Intel® UHD graphics 620
Keyboard  and A(;Ivanced Kgyboard: Cliel?ao_l
11 Navigai with  Numeric Keypad, Spil
avigation : : .
resistant with drain
12| Web Cam 720p HD Privacy Camera
1 USB 3.1 TypeCTM Gen 1
(Power delivery, DisplayPort 1.2)
2 USB 3.1 Gen 1 (1 charging)
1 HDMI 1.4
1 R345
1 VGA
13| Ports & Slots 1 headphpoe/microphone combo

1 AC power

Expansion Slots

1 docking connector

1 microSD (multiformat digital
media reader)

Standard Security Lock Slot

14| Mil Spec Test Approved MIL-STD-810G test
Long Life 3-cell, 48 Wh Ltion Up
to 15 hours of batteryife with
15/ Battery Fast Charge Technology90% in
90minutes
16 Audio Dual integrated stereo s_peakers,
Integrated dual array microphone
17 Connectivity/ Intel® Ethernet Connection 1214
Networking LM 10/100/1000
Wireless / Intel 9560 ac 2x2 MMIMO nvI_D
18 160MHz +Bluetooth 5 WW with
Bluetooth

Native Miracast Support

19

Warranty and
support

3-year standard on parts a
labour. Bidders shall provid
details of warranty repa
mechanisms  including  statir
support in form of an SLA, statin
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spare part replacementsepairs
and response timesfor the
equipment proposed.

20 Power 45-Watt Smart nPFC Right Angl
Requirements AC Adapter
Operating - 0 ° 0 q
21 Temperatre | QPR 92 10,95, F 07103
Range gop
Operating 0 0 .
22 Humidity Range 0% to 90%, nofcondensing
23 TPM 2.0 Infineon SLB9670
FIPS 1402 Compliant
» Ef”ni.rgﬁc ENERGY STAR® certified, TCQ
ney 5.0 Certified, IPv6 Certification
compliance
25| Physical security | Security lock Slot
26| Product weight | Less than 2.2 kg

27

Dimensions (W x
D x H)

14.85 x 10.12 x 0.95 inches

28

Accessories

Basic Carrying Case supportir
15. Inch laptop
Comfort Grip Wireless Trave
Mouse

(OEM Manufactured and shou
be of the same brahd

Protection against Viruse

29 éntl Virus Malware, Spywea from the
oftware : .
internet and external devices
BIOS image:
Configuration of a Boeup
IMAGE or LOGO of Electora
Commission for all laptop
required.
Asset tagging
All supplies shall be branded K
30l Other Services: permanent labels  with th

following wording (ELECTORAL
COMMMSION) and all assets wi
be provided with nomemovable
tags. The labels will be pqarinted
selfadhesive non tearable
metallic labels for all the item
supplied under the LOT(S)

2.3

Server for Kampala District Tally Center
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Each ¢ the 5 divisions of Kampala shall have
Division Tally Center. All the Divisions shall Q
located within one areas (like a Quadrangle). B
division shall have a setup similar to DTC. Kamp
shall require a single Server on which all the reg
beingt abul ated from each
consolidated for declaration and transmission to
NTC.

The server shall have following Minimum
specifications:

1 Processor: 2 xGen 10 Intel Xeon 5118
i Storage:4TB Storage SATA

T Memory: 32GB RAM.
1

Power Suppl: 500W Redundant Power with
redundant heplugable power supply Supply

1 Form Factor: 4U Tower with Rack Conversio
( A rack conversion kit should be supplied as
well to convert to 5U when required)

1 Raid Controller

1 Network: 4 x 1Gb Networkports

1 PCFIExpress Slots : 4 x (x16,x8,x16,x8)

1 OS:Windows Server 2012 R2

T 170 I ncl External Mo
1 Keyboard

1 Mouse

1 Mount

1 3 Years Warranty

2.4

Document Scanner

This shall be used to scan all DR forms that
received.

Bidder should design the ERTDS in swehy that , the
scanning of the DR Forms should not create
bottlenecks in regards to capturing of Election Reg
for all levels.

The Scanners should have following minim
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Specifications;
1 The scanner should be able to independently scar
" | automatically index the scanned document.
Ability to integrate the scanning into the ERTIL
5 Software. The Bidder is expected to integrate
" | scanning into the ERTDS software and still be abl
achieve bulky scanning and automatic indexing.
Connectivity:
3. | 1)10/100/1000 Base T and no host PC required
2) USB 3.0 port.
Output methods: Scan to network share, scan to pr
scan to anail, scan to portable USB drive, FTP, sF]
4.
FTPS (anonymous,
authenticated, with proxy support).
Network Protocols: FTP, HTTP, WINS, TCP/IP
5 SMB, authenticated SMTP (login, plain text, CRA
" | NTLM), DHCP (or static IP),
Network domain authentication
6 File Format Outputs: Single and multipage TIFR
JPEG, PDF.
Scanning Technology:
Duplex scanning #th dual color quadlinear CCD, 6(
7 dpi optical resolution, capture bit depth is 30 bits (1
3), color output bit depth is
24 bits (8 x 3), grayscale output bit depth is 256 le
(8-bit)
8 Output Resolution:100, 150, 200, 240, 300, 400, 6
dpi
Imaging Features:
Perfect Page Scanning, deskew, autocrop, cen
9 | based blank page removal, automatic orientation,
fill, edge fill, streak filter,
color dropout
Barcode Reading:
10 | Interleaved 2 of 5, Code 3 of 9, Code 128, Coda
UPCA, UPGE, EAN-13, EAN-8, PDF417
Indexing:
11 | Used to create real time path and file names usin
barcodes and OCR information
Throughput Speeds:
12 | Minimum 40ppm/ 80ipm at 200 dpi (portrait, lett
size, blackandwhite/grayscale/color)
13 FeederUp to 75 $eets of 20 Ib. (80 g/m2) paperth
Multifeed Detection
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14

Paper Size: Default A4: But the Scanner should
able to accommodate bigger customized size just
case the DR Form has many candidates . The maxi
paper size should &5 mm x 863 mm (& in. x 34
in.)

2.5

LAN Switches ( 16 Ports Layer 2)
(For Creation of Portable LAN at the District Tally
Center).

1. Switching capacity 32 Gbps
2. Forwarding capacity

23.8 mpps

Ports 16 R35 connectors for 10BASE
T/100BASETX/1000BASET ports
Stardards802.3 10BASH Ethernet
802.3u 100BASKEI' X Fast Ethernet
802.3ab 1000BASH Gigabit Ethernet
802.3z Gigabit Ethernet

802.3x flow control

. 802.1p priority

10.802.3af, Power Over Ethernet
11.IEEE 802.3az, Energy Efficient Ethernet
12.Dimensions W xH x D

w

©ooNOOA

11 x1.75 x 6.7 inches (279.4 x 44.5 x 170 mi
13.Unit weight 3.15 Ib. (1.43 kQ)

2.6

10M Patch Cables

Include 10 meter patch cables and all other nety
accessories to setup the portable Min LAN at the D

2.7

Portable External Drives)

For offline backup of data and scanned images

1TB external Disk (rugged and Small Sized), USB 3

2.8

Bar code Scanners

To be used for scanning of barcode on the DR forn
quick retrieval of the polling sation data and scan
image.

USB 3.0, handhdlOptical barcode scanner

Servers for the Data Center, Disaste
Recovery Site and National Tally Center
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3.1

SERVERS (X 10)

2 x Database Servers

2 X Reports Servers

2 x Application Server

2 X Web Servers

2 X NTC Approval Management Servers.
1x Emergency Server

All the Server should have the follow Specifications;

V Rack mountable Server with 1U form factor
128GB DDR42933 MHz RAM

2 X Intel 6234 Processors

2 x 10GBase€T ports

4 x 1G RJ45 ports

2 X 1600W Power supply

Raid Card with 2GB cache

8 x 900GB 12G SAS 15K drives

< < < < < < < <

Ball Bearing Rail Kit
V 3-year manufacturer support

All rack mounting accessories should be included.

3.2

Network Switches (QTY =5)

Layer 3 Switches with the Following:

1. 48 Gigabit Ethernet ports with lirate
forwarding performance

2. Gigabit Small ForrFactor Pluggable (SFP) of
10G SFP+ uplinks

3. FlexStack Plus for stacking of up to 8 switchgq
with 80 Gbps of stack throughput (optional)

4. Power over Ethernet Plus (POE+) support wit
up to 740W of PoE budget
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Detailed Technical Requirements

5. Reduced pwer consumption and advanced
energy management features

6. USB and Ethernet management interfaces fo
simplified operations

7. Application visibility and capacity planning
with integrated Full (Flexiable) NetFlow and
NetFlowLite

8. LAN Base or LAN Lite Cisco I@ software
features

9. Enhanced limited lifetime warranty {B.W)
offering nextbusinesslay hardware
replacement

10. Identify, classify and control of trusted interng
network traffic through Domain Name Systen|
as an Authoritative Source (DNSS)

11.CAB-STK-E-3M stacking cable with a 3.0 m
length

12.CAB-CONSOLEUSB Console cable 6 ft. with
USB Type A and minrB connectors

13.Flash memory 128 MB for LAN Base and IP
Lite SKUs, 64 MB for LAN Lite SKUs

14. DRAM 512 MB for LAN Base and 256 MB for
LAN Lite

15.CPU APM86392 600 MHHdual core

16.Console Ports USB (Type B), Ethernet {4#5)
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17.Storage Interface USB (Type A) for external

flash storage

18. Network management interface 10/100 Mbps
Ethernet (R3:5)

19. Forwarding bandwidth 108 Gbps
20. Switching Bandwidth 216
21.Maximum active VLANs 1023
22.VLAN IDs available 4096

23.Maximum Transmission Unit (MTUL3 packet
9198

National Tally Center Equipment

4.1

Laptops for Verification of Results at the NTC
To ensure accuracy of the election results transmittg
the NTC for presidential elections and order to
comply with the legal requirement where by

Commission is required to ascertain the election re
transmitted from the District before declaration. 7
Commission will setup a team of operators (Res
auditors) to confirm that resultaulsmitted from the
Districts match the scores on each DR form for ¢
respective candidates and polling stations.

These 200 verification machines shall be used for
task. The provider must include in his propo
workflow how this shall be achieved.

Operating Windows 10 Pro 64bit

System

Intel® CoreTM i58365U vProTM
with Intel® UHD Graphics 62(
Processor (1.6 GHz base frequency, up to 4
GHz with Intel® Turbo Boos

Technology, 6 MB L3 cache,
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cores).

Chipset is integrated  wit

3. | Chipset
processor

8 GB DDR42400 SDRAM (1 x §
GB), 2 SODIMM, Supports Dua
4. | Memory Channel Memory,

Maximum Memory64 GB DDR4
2400 SDRAM

5. | Storage 1TB 7200RPM SATA

6. | Optical Storage | DVD Writer SATA Drive

39.6 cm (15.6") diagonal FHD
7. | Display IPS eDP antplare LED-backilit,
250 cd/m?, 45% NTSC.

-Enhanced firmware protectig
automatically from the moment th
PC is first booted up, guardin
against malicious attacks al
accidental errors that cg
compromise the BIOS

- Automatically detect, stop, an
recover from a BIOS attack ¢
corruption without IT interventiof
and with little or no interruption t
user productivity.

- Advanced protection again

Security :
unauthorized access to valua
8. | management . : )
N data on internal client hard drives
applications

- Hardwareenforced micrevM
technology to recognize know
malware or suspicious patterns g
extending protection beyond th
browser, offering protecte
viewing for PDFs, Microsoff
Word, Microsoft Excel, anq
Microsoft PowerPoint files.

- Easy to sanitize Hardisk drives
to industry standards befo
disposal or recycling.

IPv6 ComplianceClient Security,

- Software to add a Window
Service which is designed to ri
Other continuously in the background;

Sof t war e|- Software to support handling tk
Hotkeys for fixed noteboo
buttons that provide quick acce
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to a particular function whe
pressed.

- Software to improve the qualit
and security of  Microsofi
Windows image by analysing th
image, identifying  problems
recommending  solutions, arf
checking rediness for migration t¢
and from Windows.

Noise Cancellation Software to
reduce background noise a
optimize the microphone.

Native Miracast support
wirelessly project images from
computer onto another med
device.

10

Graphics

Intel® UHD graphics 80

11

Keyboard and

Navigation

Advanced Keyboard: CliclPad
with  Numeric Keypad, Splil
resistant with drain

12

Web Cam

720p HD Privacy Camera

13

Ports & Slots

1 USB 3.1 TypeCTM Gen 1
(Power delivery, DisplayPort 1.2)
2 USB 3.1 Gen 1 (1 charging)

1 HDMI 1.4

1 R345

1 VGA

1 headphone/microphone combo
1 AC power

Expansion Slots

1 docking connector

1 microSD (multiformat digital
media reader)

Standard Security Lock Slot

14| Mil Spec Test Approved MIL-STD-810G test
Long Life 3-cell, 48 Wh Ltion Up

15| Battery to 15 hours of battery Life Wit
Fast Charge Technology90% in
90minutes

16 Audio Dual integrated stereo s_peakers,
Integrated dual array microphone

17 Connectivity/ Intel® Ethernet Connection 1214

Networking LM 10/100/1000
18| Wireless /| Intel 9560 ac 2x2 MEMIMO nvP
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Bluetooth

160MHz +Bluetooth 5 WW with
Native Miracast Support

19

Warranty and
support

3-year standard on parts a
labour. Bidders shall provid
details of warranty repa
mechanisms including  statin
support in form of an SLA, stag
spare part replacements, repd
and response timesfor the
equipment proposed.

20 Power 45-Watt Smart nPFC Right Angl
Requirements AC Adapter
Operating . o o o !
2 Temperare | PR32 10 99 F (010
Range gop
Operating 0 0 .
22 Humidity Range 0% to 90%, nofcondensing
23 TPM 2.0 Infineon SLB9670
FIPS 1402 Compliant
» Ef?lilrgr):c ENERGY STAR® certified, TCG
ney 5.0 Certified, IPv6 Certification
compliance
25| Physical security | Security lock Slot
26| Product weight | Less than 2 kg

27

Dimensions (W x
D x H)

14.85 x 10.12 x 0.95 inches

Basic Carrying Case supportir
15. Inch laptop
Comfort Grip Wireless Trave

28| Accessories
Mouse
(OEM Manufactured and shou
be of the same brahd
Anti Virus Protection agaist Viruses,
29 Malware, Spyware from th
Software : .
internet and external devices
BIOS image:
Configuration of a Boeup
IMAGE or LOGO of Electora
Commission for all laptop
30| Other Services required.

Asset tagging
All supplies shall be branded K
permanent labels it the
following wording (ELECTORAL
COMMMSION) and all assets wi
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be provided with nomemovable
tags. The labels will be pqarinted
selfadhesive non tearable
metallic labels for all the item
supplied under the LOT(S)
49 Local Area Network (LAN)
' NTC (250 Point)
The bidder shall be required to setup a temporary L
Area Network at National Tally Center. The Netwq
shall be all installed in one hall with a minimum of 2
network points to cater for
(1) 200 Results Verification Team
(2) Display Screens
(3) Other Results terminals for Stakeholders
The provider should include all materials requireg
setup this LAN.
Estimated quantities of materials for the LAN
1 x 27U Rack (Self stand)EC to provide
6 x 48 Port switches (unmanagé&diCto provide
6 x 48 Patch Panels
12 x Brush panels
40 x Cat 6 cables(305M) rolls
140 x Double faceplates
10 x gang boxes
260 x 3M Patch cords
260 x 1M Patch cords
2,000 x RJ45 Connectors
70 x PVC trunking (1compartment)
20 x PVC end caps
8 x PVC Trunking agles (internal & external)
8 x Floor trunking
10 x boxes of screws
20 x boxes of cable ties
10 x boxes of wall plugs
5. | Training Requirements
Level 1: Training of System Administrators ( Qty= 6 people)
Provide technical training for 6 Elector@ommission
technical Staff on the Systems Administration of
ERTDS for period of 10 Days at the providers appro
51 training center/Lab. The ten days excludes travel
| weekends.
The provider shall include costs in their bid b
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Economy Clas Air tickets andL Business Clagscket ,
Per diem for 5 Officers for 15 days per officer at ratg
$360 and Per diem for 1 officer at rate of $450, Tuif
, and cost of training materials.
5.2 | Level 2: National Training of Trainers /Technical Support Techician

(Quantity = 487)

1. The training shall include the following categories of officers;

U District Support Technicians (DST)

U District Register/Returning Officers

U Assistant District Registrars

U Some Technical people from Headquarters.

2. The training shall beidided according to the scope of usage/role of each categ
Details of the role of each category shall be discussed during the implementat

3. The bidder shall be required to prepare and provide training manuals in both s
and hard copies to the trageeat all levels. All Training Manuals to be developed
shall require approval by the Commission before production.

4. Printed materials shall be professionally done in Booklets format.

5. The bidder shall be required to provide a revised training plan during
implementation of the project to ensure adequate training is delivered.

6. The Bidder shall be required to provide a training reports for each of the trainil
levels above. The reports shall be signed off by both the Provider and Commig
Representative.

7. The Commission shall provide for the training venue and all other logistics req
for this training.

The bidder shall be required to provide a 3 Days training in Kampald8foEC Staff
under level 2 training. The provider shall cater for the following

1. Provide enough qualified trainers to this group.

2. Provide Training Manuals in both print and Electronic

3. Provide any other required training Materials.

Bidders are required to provide the following in their bid;
Detailed training plan on how to laeve the differen

54 | |evels of training.

5.5 | Proposed training curriculum for all the 2 different
levels of training.

6. | Project Management and Implementation

6.1 | Timeline and Project Management
According to the Electoral Commission Roadmap fer20821 General Elections. Electig
shall take place between thé" Jan 2021and 12" Feb 2021 All the four (4) rounds of
elections are supposed to take place within that period. The Successful bidder {
required to provide technical troubleshogtisupport at National level and remote sup|
within the country to district level during this period. The project shall end 2 month;
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the elections, by 30March 2021.

The delivery and implementation timeline shall be guided by the following peds;

No. Activity Period

1. |Software 1-Jun2020 to 3eSep2020 (4 Months)
Development/Customization

Including (Testing ,User
Acceptance Testing)

Delivery of all hardware 1-Jun2020 to 3eSep2020 (4 Months)

Technical TrainingLevel 1 1-Aug-2020 to 36Sep2020
Training of Trainerstevel 2 1-Oct-2020 to 300ct-2020

Training of Tally Clerks 1-Nov-2020 to 3eNov-2020

o g M w N

Deployment and Final Testing|1-Dec2020 to 36Dec2020
the system and Network

4. Polling Days (4 Polling days |10-Jar2021 to 16Feb2021
within this period)

5. |Postelection activity support |10-Feb2021 te30-Mar-2021
and closure of the project

6. Warranty Period (3 Years) 14 Janr2021to 14Jan 2024

With onsite one onsite visit per
year i1 f the <cc
necessary.

The dates indicated above are subject to adjustments depending on the election
progress. The bidder should demonstrate capacity to execute this project in a muck
time frame at the same cost.

Bidders shall provide a detailedproject implementation plan (PIP) covering the entire
period from Project initiation to project closure. The submitted PIP should clearly,
indicate measurable key milestones and deliverables

6.2

Project Management and Reporting

The Service provider shateport to theProject Manager /Contract Manager to be
assigned by the Electoral Commission of Uganda and the Service provider is exp4
assign a Project Manager and a project management team of its own who will oversi
its activities and workn collaboration with the Project Manager from the Elect
Commission of Uganda.
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During the project implantation period, there must be continuity of staff and chan
personnel are subject to consultation and approval by the Electoral Commissarient
will reserve the right to demand for a replacement if the need arises out of incompet
weakness in the project implementation on the side of the vendor.

Where the change is initiated by the vendor for other reason, the client will résenight
to request that the incoming person(s) work with the outgoing person for at least twd
at the vendordos expense prior to the 1

The bidder must provide the following as part of their proposal:
1. Detailed project managemgpiain for the successful implementation of this proje

2. A team and an organizational structure and indicating how their proposed st|
and skills will contribute to the ¢

3. A design of a quality control and glity assurance plan to be followed during
project implementation

4. Cybersecurity implementation Plan to protect the system and data.

The project manager should coordinate the implementations of all other lots to mak
sure that the ERTDS software will inegrate well.

6.3

The vendor must ensure that the proposed team and the available skills have the foll
minimum project management competences:

vii. Project management and control skills for
information systems;
viii.
ystem integration skills/interface sl
ix. Quality Assurance, Quality Control Skills;
X. Networking, Operating systems;
xi. Database management and programming sk
xii. Practical skills in technological transfer skills;
Xiil.
raining and capacity building skills; and
Xiv.
orrective Action, Contingency planniragnd
change control skills.

6.4

The Bidder shall be required to provide the following Reports in addition to othel
documents required during the implementation;

i. Inception Report

ii. Signedoff specifications for the System
Components
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iii. User Acceptance Cdtia
iv. Monthly Progress Reports

v. User Manuals, Operator Manuals and Trainiry
Manuals.

vi. Solution Design Documents
vii. User acceptable
viil.
ield Test and Stress testing Plan
ix. Filed Test and Stress testing Reporting
X. System deployment and Election Support PI
xi. Project Cleure and Handover Report

xii. Warranty Support Document

7.0

Support, Warranty &Maintenance

7.1

Election Support

1. The bidder shall be required to provi
technical support on all the elections da
Physical support shall be required at
National Level and remote support to all tl
district tally centers whenever required.

2. The role and scope of the providers supj
technicians shall be agreed upon between
EC and the provider before deployment.

3. And in case of an election-ren, the providel
shal be required to provide similar technid
support without charging extra costs.

7.2

PostElection Support

1. The Bidder shall be required to provide
technical Support to configure and transform
2021 ERTDS Infrastructure and System into
Permanengystem for future elections and By
Elections.

2. The Bidder shall provide oHite/remote supporf
for 3 years on the ERTDS.

3. Where need be, the bidder may be required {
make an onsite visit at least once a year whe
necessary.
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7.4

Warranty

7.4

1. All equipment shall come with a warranty off
years valid from the date of the commission
of the System. The Warranty shall inclu
repairs, servicing, spares and labour

2. The Provider shall be required to have a Id
presence to execute the warranty. Thevioler
should provide proof of this in their bid.

3. The Provider should include in their bid
proposed Warranty Agreement Document {
shall be used to execute this Warra
(Adjustments may be proposed by the Elect
Commission for the successful biddeefore
signature).

4. Warranty shall cover both hardware 38
Software

8.0

Other Requirements

The bidder should optimize the system design in 0
to produce presidential election results within in
hours from the moment of receiving the DR fornesrir
the Polling Stations to the District Tally Centers. 1
Bidder should explain how this can be achieved.

Bidders must include a technical architect docun
detailing how their proposed system will meet all
above requirements.

The bidder sall provide the source code to t
Commission and allow an independent review or a
of the source code.

9.0

Demonstration of the bidders proposed solution

Bidders shall be required to make techn
demonstration of their proposed solution ast pf the
technical evaluation.

The scope of the demo shall be limited to
specification of this system, but at minimum
following shall be required for the demo.

Physical demonstration of the Setup of the Dist
fATally Kit Seto

System Iitiationi Zero Level report

Scanning of DR Forms with baode and automati
indexing of the scanned forms

Demonstration of the user friendlies of the system f
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the enduser perspective.

Demonstration of the user friendliness of the Badk

S. processes l.e easy of deployment of the software.
Database Configuration to handle multiple electi

6. | under one database instance

. Demonstration of the loading of candidates date f

the Nomination Data

Demonstration on how the system shalork in
distributed environment , saving the results on a |

8.| Database at the DTC and transmitting when
connectivity is available
9 Demonstration of remote transmission of the Resul

the NTC ( Data and Images)

10

Mode of presentation of thesults to the stakeholdg
(Maps , Charts , Web)

11

Capability to produce dynamic reports

12

Capability to produce customized paper prints
reports

13

Demonstration of tallying of results including
workflows.

14

Demonstration of the Current édéase Schema and t
database engine in use.

15

Ability to export the results to an external media i
importing

16

Sample proposed design of the DR Forms

17

Demonstration of the data security mechanis
(encryption etc)

9.0

Bidders Requirements

9.1

Quality And Certifications

Bidders must have valid certifications as indica
below or similar issued by an official and independ
certification institute accredited by an official/certifi
national accreditation institute. The scope of
cettification must cover/relate to the required servi
and/or solutions relevant to this tender

Each bidder must demonstrate this by submittin
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legalized copy of the original and valid and unexpi
certificates or their equivalent.

1. 1SO 9001:2015 (Qualitimanagement)

2. 1SO 27001:2013 (Information Security
Management)

9.2

Relevant project experiences of the firm

1. The Bidder shall demonstrate experience in §
least(02) Two nationwide electronic results
transmission and dissemination system proje
similar in workflow and scope. For each
reference, the Bidder must include the list of
services provided, and a valid document, sug
as a Letter of Reference, a Letter of Award o
copy of a Contract, proving the reference.

2. Experience in at least oiig) Election Results
Management project managing tallying, and
transmission of election results from Remote
Tally Centers to National Tally Center.

3. The bidder is required to give detailed addres
of the clients and contact person.
4. At least, one of the pregts managed should

have a value df/SD 3 million or more

9.3

Financial Capabilities

1. The bidder shall provide three (3) most recen
audited financial statements, those for the 20
2017 and 2018 fiscal years.

2. The bidders shall demonstrate an averag
annual revenues of USD 10 million or higher.

11

Post Qualification

1. A complete due diligence process shall be
conducted on the best evaluated bidder, whig
will be defined according to the criteria outling
under experience of the firm.

2. If a bidderfails to meet the criteria laid out in
the due diligence, the second evaluated bidd
will automatically considered.
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1. The bidder shall provide Original
12 Manufacturers Authorization Letter (MAF) for
all the Key components of the proposed Syst

Appendix 1- Sample (National Level Summary Report)
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